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B naHHOM PyKoBOACTBe OnUcCaHbl NpaBuJia paboTbl C NporpaMMoi, ee OCHOBHbIe
(pYHKLMHN, NOPAAOK YCTAHOBKMU M HAaCcTpouku. Nepea TeM Kak COBEpPLUNTb CBOIO
nepBylo cAesiKy, NoXKaJlyicTa, NpounTanTe BHUMaTeslbHO PyKOBOACTBO

no 3KCnJlyaTauum, 3To NoMoXkeT Bam nsberxkatb BO3MOXKHbIX OLUMGOK.

1.1 O6uwume cBegeHuns

Pa6ouee Mmecto QUIK ABNAETCA OCHOBHbLIM MOJIb30BaTEJ/IbCKUM NMPUNOXKEHNEM NMPOrpaMMHOIo
KoMMsieKkca, npeaocCrtasndrowmMm oCcTtyn K TopramMm um pPbIHOYHOW MHPOPMauuu Yepes NHTepHeT

B PEXXMME PEaNbHOIro BpEMEHU (MHTEPHET-TPERAMUHT).

1.1.1 OcHOBHbIEe (PyHKLMNN

MonyuyeHmne nHcopmauum

OfaHa 13 OCHOBHbIX BO3MOXHOCTEN — OTOOpaXkeHue 6upxxeson MHOOPMaLUM B pexxnume,
MaKCUMasnbHO NpUBAMXKEHHOM K peanbHOMY BpeMeHu. Pabouvee mecto QUIK nossonger HabnwoaaTb
3a TEeKYLLMM COCTOSIHMEM PbIHKA, BKNOYas KOTUPOBKM BTOPOro YPOBHS (Ovepeab 3asBOK, UK TakK
Ha3blBaeMblI «CTaKaH» KOTUPOBOK), TaK U UCTOPUIO COBEPLUEHHbIX CAENOK. A TaKXe Noay4yaTtb HOBOCTHU

OT MHDOPMALMOHHBIX areHTCTB U O6MEHMBATLCS COOBLLEHUSMU C GPOKEPOM.

Mpadukn n nHANKaTopbI

OduHaMuKa xoga TOproB HarngaHo npeacrasneHa Ha rpadukax. lypagpuku B QUIK MOXHO BbiCTpanBaTb
no Nto6oMy pbIHOYHOMY NapaMeTpy, C UCNOJIb30BAHMEM UHCTPYMEHTOB TEXHMYECKOro aHaiamnsa u
oTOOpakeHneM NCTOPUKN TOProB.. B npmnnoxkeHmnn peanmsoBaHo cBbiwe 30 MHAMKATOPOB TEXHUYECKOro
aHanusa, 1IMHUNU, yrnbol  Ayru qJVIﬁOHa‘-I‘-IM, a TaKXXe pucoeaHme TpeHao0BbIX, TOPU3OHTA/IbHbIX U

BEPTUKAJIbHbIX JMHUR, rpapumyeckmnx U TeKCTOBbIX METOK.

CoBeplLieHMe caenok

Pabouee mecto QUIK no3BongeTt BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KNneHTa, PopMmnpoBaTb
3359BKM Ha NOKYNKY/Npoaaxy MHCTPYMEHTOB U NepenaBaTb UX Ha cepBep 6pokepa. NMoanepxumBaeTcs
NporpaMMHbIN BBOJ, 3a5BOK CPeACTBaMM BCTPOEHHbIX S13bIKOB NPOrpaMMUpPOBaHUS U BBOL, 3a9BOK

C rpagwumka.

CraHpapTHbIR dyHKUMOHaN Paboyero mecta QUIK no3BongeT HaCTPOUTb TaK Ha3blBaeMbli
«CKanbnepckum cTakaH» (BUA OKHa KOTUPOBOK), MO3BONSAOWMA NPU NOMOLLU KHONOK Ha NaHenm

OCYyLLEeCTBNATb ObICTPbIV BBOSA, 3a99BOK, B TOM YMC/1€ C MOMOLLbIO TeEXHONOrun drag-and-drop.

3KCI10pT M UMNOPT AaAHHbIX
BCTpOGHHbIe cpencTBa 3KCMopTa AaHHbIX NO3BOJISOT UCMOb30BaTb MOJIyYEeHHYH MHPOPMaLUMIO
B ApYyrnx nporpamMmmax — COBCTBEHHbIX Ba3ax AaHHbIX NOJb30BaTENS M CUCTEMAX TEX. aHaNM3a.

Bo3MoXkeH 3KCNOpT AAaHHbIX HE TONBbKO MO caenkaM, HO 1 No Nto6bIM NapamMeTpam TOProBom Ceccumn.
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BbiBOA, A@HHbIX MOXET OCYLLECTBAATLCS KaK «TUKaMm» (T.€. MO KaXXA0M cOesnke), Tak U «CBeYKaMm»
(BaHHBIMW NO MHTEpBany BpeMeHu). SKcnopT B MS Excel n 6a3bl faHHbIX ocyuwecTBnsgeTcs yepes DDE

nn6o ODBC 13 60nbwKMHCTBA Tabauu, Nnporpammbl, BKIoYas OKHO KOTUPOBOK (KCTaKaH»).

MMNopT TpaH3aKumMi NnpeactaBaseTr co60iM BO3MOXHOCTb MOAK/IHYEHUS BHELWHUX NPOrpamMm ans
aBTOMaTM3auum GopMmMpoOBaHNA 1 BBOAA 3asiBOK B TOProByo cuctemMy. UMnopT ocylecTeasieTcs

nocpeacTtsoM o6MeHa AaHHbIMU Yyepes TeKCToBble dannbl unmn Yyepes APL.

1.1.2 Kak yCcTpoeH MHTepHeT-TpenauHr?

LleHTpanbHbIM 3BEHOM cucTeMbl aBnsieTcs cepeep QUIK. Cepsep noakntoyeH K TOProBbiM cMcTeMaM
OUpXK Yepes crneuurasnbHble «LWAK3bl», Nepeaatolme cepeepy MHGOpMaLMo 0 Toprax n cpeacTeax
Opokepa Ha Bupxe, n NpUHUMaKOLWMe NopyYeHMs Ha NOKYyNKy/npoaaxy. Cepeep ocyulectTensgeT cbop
MHpOpPMaLMKN C TOProBbIX CUCTEM U €e TPAHCAALUIO BCEM aKTUBHbLIM (MOAKNOYEHHbIM) KIMEHTaM

C MMHMMaJIbHO BO3MOXHOM 3a4ePXKKOM.

q
Y,
N

Knuenm
b= 4
Cepsep QUIK L)
uHmepHem
P 1)
AdmuHucmpamop KnueHm

ALMWHUCTPATOP CUCTEMbI PETUCTPUPYET NOJIb30BATENEN, YCTaHABAMBAET AN HUX NPaBa
Ha Nosib30BaHWe MHGbOPMaLMEN, a TaKKe onpeaensieT IMMUTbI CPeACTB KAMEHTA, B Mpeaenax KoTopbixX

OH MO>XeT coBepLlaTb cOeNlKun.

Monb3oBaTesib CUCTEMbI NMOMYyHaET BUPKEBYIO MHGDOPMALMIO O X04e 6UPKEBbIX TOProB, AOCTYMHbIX
[ANA TOProB/M CPeacTBax M MOXET CaMOCTOATE/IbHO y4aCTBOBATb B TOpPrax, Nocbiaias 3asaBKu

B TOProByl0 CUCTEMY HenocpeacTBeHHO ¢ Paboyero mecta QUIK.

CBsI3b paboyero MecTa Nonb30BaTeNs C CEPBEPOM CUCTEMbI OCYLLECTBASETCS Yepes ceTb MHTepHeT,
npoTtokon cea3n — TCP/IP. Bca nHpopMaums Mexay CeEpBepoM 1 KIIMEHTOM NepenaeTcs B

3awncdpoBaHHOM BUae. Bo nsbexaHve HeCaHKLMOHMPOBAHHOIO A0CTYMNa UCMONb3yeTca Naposb.
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1.

2 Tpe6boBaHusa kK o6opyaoBaHuIo

Tabnuuy Tpe6oBaHMI K 060pyA0BaHMIO M MPOrpaMMHOMY 06GECMNEYEHN0 MOXHO MOCMOTPETb

Ha opunumanbHoM cante QUIK.

1.

1.

3 YcTraHOBKa nNporpamMmMbl

Monyuute anctpubytnes Pabouvero Mecta QUIK. Kak npaBuio, OH COAEPXUT HAaCTPOMKU AN
paboTbl C onpeaeneHHbIM cepeepoM QUIK, no3ToMy AoKeH 6bITb NOJyYeH HENOCPEACTBEHHO

OT opraHmsaumm, obcny>xuearwuien cepsep (bpokepa nmb6o 6mMpKu).

3anycTuTte NcnonHseMbln hann AUCTpnubyTnBa U cnegynte UHCTPYKLUSAM NporpaMmmel YCTaHOBKMN.
Mo okoHYaHuUKM ycTaHoBKM co3aactcs nanka QUIK B MeHo Windows: MNMyck/MporpaMmmel.

Ona HapeXXHoW B3aMMHOM naeHTUudmnKaumm cepesepHom 4YacTu nporpaMMHoro komnnekca QUIK um
KJIMEHTCKOM 4YacCTu Nonb30BaTend, a Takxke Ang 3awmtbl MHGOpMauuu, nepenasaemMon no KaHanam
CBSI3U, UCMONb3YeTCa KpunTorpaduyeckas sawmuta nHpopMauun. JONOAHUTENBHO A9 NOANUCH
TpaH3aKUMIM MOXET MCMNOJIb30BaTbCS I/IEKTPOHHAs umdposag noanuch (AUIMM), a Takke MeXaHU3M
ABYX@daKTOpHOM ayTeHTUdmKaumm. Cpeacrea 3almMTbl HACTPaMUBAOTCS Nosb3oBaTeneM B Paboyem

MecTe QUIK.

Ecnm Baw 6pokep npenoctaBmn OTAEAbHY MHCTPYKLMIO NO HAaCTpoOMKe ayTeHTUdmKaumm v dLUIM,
BbINOJIHUTE ee. Ecnm Takas MHCTPyKUMS He NpenocTaBeHa, nonyymnte y Bawero 6pokepa
nHdopMauuto, HeobxoanMyto Ansg HacTporkm B PaboyeM Mecte QUIK mexaHn3mMoB
ayTeHTUdUKaumm v UM, JaHHaga nHpopmMaumna ooKHA BKAOYaATb B ceb5 OTBETbI Ha Takue

BOMPOChbI KakK:

KakuM crnocobom byneT NnponucxogmnTb ayTeHTUDUKaUMS Ha cepBepe QUIK, kakon
KpunTtonposanaep 6yaet npu 3TOM UCMONb30BaATLCS;

oyneT nn ncnonb3osatbCs UMM, ¢ nOMoOLWbO KaKOro KpUnTonpoBanaepa.

BbinonHUTE HAaCTPOMKKU ayTEHTUDUKALUU N KpUNTOorpaduieckon 3awmtol MHOOpMaummn. na aToro
YCTaHOBUTE UNN BblGEPUTE U3 CMUCKA YCTAHOBNEHHbIX KPpUNTONpOBanaep, KOTOPbIA UCNOAb3yeTCs
Bawmnm 6pokepoM, 1 BbINOSHUTE €ro HacTponky. B cucteme QUIK noponepxxmeaetcsa paboTa co

cnepylowmMMmM KpUntTonpoBsaiaepamu:

qrypto32 - 6a30Bbl1 MEXaHU3M ayTEeHTUDUKALMM MO TEXHONOTUN
«MyBnunYHbIN/CeKpEeTHbIN» KoY. OnrucaHue npoueaypbl reHepauun Kayen ocTyna CM. B
PykoBoacTee nonb3osaTens MporpaMmbl Aas CO34aHUS U yNpaBaeHUs KiovyamMu
(KeyGen). NMporpamMmma nocTaBnsieTcs B CoCcTaBe gucTpmbytmea. OnmcaHmne npouenypbl
HacCTpOMKM Kn4en cMm. B n. 1.5.

MP - onucaHue cm. B n. 1.6.

OpenSSL - onmncaHme cm. B n. 1.7.

Hob6asneHne u BbIOOp KpunTonpoBangepa ong wudpposaHmusa n JUIMN B Pabouem Mmecte QUIK onuncaH B
n. 1.4.
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http://arqatech.com/ru/products/quik/terminals/user-applications/quik-workstation/

Onqa 3anycka Pabouvero mecta QUIK ucnonb3symnte gapnbik UHdopMmaumoHHo-Toproeas cuctema QUIK
(dbawnn info.exe).

1.4 [do6aBneHue u Bbl6bOp KpnTonposangepa
B HacTpoikax Pabouero mecrta QUIK

1.4.1 Pe>xnm wndposaHun
JaHHbIN pexxnuM ncnonbsyeTcsd ong paboTbl N0 3alUULLLEHHOMY KaHany CBS3U KNMEHT-CcepBep.
1. 3anyctute Pabouvee mecto QUIK. B oCHOBHOM MeHI0 BbibepuTe NyHKT Cuctema / Hactpoiiku /

OCHOBHbIE HAaCTPOMKM...

2. B oTKpbIBWIEMCS OKHE BbibepuTe BKNaaky «Mporpamma / LUndpposaHmes.

HacTpoiikn knueHTckoro mecta X

=~ Mporpanma

- TlaHENM MHCTPYMEHTOER
- MonyyeHmne gaHHen
- CoxpaHeHmne AaHHbIX

. Dainel HacTpoek .
HacTpoiikn no ymonqanne: |

LWndpoeate ¢ nomowbsio CK3M: | CQrypto32 |

Texywee coctoanne CK3M: |HEEKTMEHO

- 33aMEHA NHCTPYMEHTOE

- KoHTexkcTHoe MeHio
- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

=~ Toprosna

[+ 3anBkn

.- Hactpoiika cuetoB
- 3AKPBITE NOINLWIA
- Knuentcewii noprdene
[#- KoTupoeku

- [leHexHan egrHLa
30N

[#- CooBLyeHna

- Okna

Cnpaeka Otmena

Ha)xmMmnTe Ha KHOMKY E] «WndposaTb ¢ nomMowwbio CK3U».

OTKkpoeTcsa okHO «PaboTa ¢ KkpunTonpoBanaepamMmu». OKHO COOEPXKUT CMUCOK YCTAHOBMAEHHbIX

KpUNTOMpPOBaiAEPOB, a TAKXKe Habop KHOMOK A4S YNPaBJIEHUS UMU:

PykoBoacTBO nonb3oBaTtena QUIK,
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PaBoTa ¢ kpunTo-nposaiepamu *

CrMCoK YoTSHOBNEHHE KR O-NpOEaiiepoe
Brifpare

ult P
Qrypto32 [Qrypta3z]

Hactpoure

IofaemTe HoBBIA

Ypanure

Cosnars ko

YeTaHoEMTE CERTHRHKST

< > 3akpeme

OnMcaHHe KpHMTO-NPoESMLERS

3. [na no6aBneHnss HOBOro KpMNTONpoOBanaepa HaAXKMUTE Ha KHOMKY «[J06aBUTb HOBbIN». Mpun

Ha>XXaTUM Ha KHOMKY OTKpPbIBae€TCd OKHO cneayrulero spaa:

[Jo€asnedne kpunto-npoeaiigepa x
HazsaHue OncaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

PP 2l MCNOAHASMOra MogYnA
|D:\Frc-nt_1 4Open5SL_Pr.di |

% alin HACTPOEK. KpUMTO-NPOBaidepa
|D:\ant_1 4OpenSSL_Prini |E:}

Hofiaeure OTrena

B okHe «[Job6aBneHue KpUNTo-npoBangepa» 3anosHuUTe cieayoLive nong:

«Pann UCNOHAEMOro Moaynsa» — nyTb K danny 6nbnnotekun wmndposaHud. Ecnm dann
yKasaH BepHo, nong «HassaHue» n «OnnucaHme» 3anonHaTCs aBToOMaTUYECKMU.

«@Pann HaCTpoeKk KpuntonpoBanaepa» — NyTb K anny HacTpoek WudpoBaHus.

Ong coxpaHeHUsa HAaCTPoeK HaxMuTe «[Jo6aBuTb». YTOObI 3aKpbITb OKHO 63 COXpaHeHUS

HaCTpoekK, HaXXMute «OTMeHa».

4. [lo6aBNeHHbIV KpUNTONPOBaaep NOABASETCA B CMMCKE YCTAHOBAEHHbIX KPUNTONPOBAaMAEPOB:

PaGoTa ¢ kpunTo-npoeaigepanm x

Crmcok yoTaHOBNEHHEIX KPHMTO-NPOBaMLEp0E
- . - Brifipate
rovider [0 pen ‘rovide

Hacrpowure

JoSaEHTE HOBRIF

Yganime

Coznare kamy

YeTaHOBMTE CEpTHdHEAT

< > 3akpbmb

O nMCcaHue KpUMTo-NpoEaiaepa

5. Bbliaenute Hy>XXHbIN KPpUNTONPOBanAep N HAXKMUTE KHOMKY «Bbi6paTb».
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1.4.2

Pexxum OLN

JaHHbIN pexxuM ncnonbsyetcs ong paboTbl ¢ ucnonbsoBaHuem L.

1. 3anyctute Pabouee mecto QUIK. B 0OCHOBHOM MeHI0 BbibepuTe NnyHKT Cuctema / Hactpoiiku /

OCHOBHbI@ HaCTPOMKM...

2. B oTKpbiBLIEMCS OKHe BbibepuTe BKIagky «Toprosns / 3LUMN».

HacTpolikn knueHTckoro mecta

EN

porparta
- [aHeM HHCTPYMEHTOE
- [onyyeHHE aHHE:X

- CORpaHEHHE 0aHHEIH

- P afinel HaCTROEK,

- JatdEHa HHOTPYMEHTOE
- KoHTEKCTHOE MeHD

-+ JKCMOPT AAaHHEIX

- bypep ofimeHa

- TR

- JeykH

- I MeppoBaHUe

QEQCTH

- | OprogEnA

H- 3aABkM

- HacTpalika cyetos

- 33K PEITHE NOSMLME

- FMEHTCRMA NOpT$es
H- K.OTHPOBKM

- [eHewHan eguHHLa

ER
-0
T

- 3N

oofWEHHA

KHa

EPHHAAEHEIE Mgy B

[ Nenare LN Ha CKIAM:

Terywee cocToaHue CK.3M:

Cnpaexa

| MultiPurpoze_SSPI_Provider

L]

He patoraet

Sarpysute

Hactpoure

oK

OTreHa

HaxXMuTe Ha KHOMKY D «denatb UM Ha CK3Wx».

OTKpoeTcs OKHO «PaboTa ¢ kpuntonpoBanaepamm». OKHO COOEPXKUT CMUCOK YCTaHOBIEHHbIX

KpMI'ITOI'IpOBaVi,D,epOB, a TakXe Ha60p KHOMOK ONn4a ynpaBneHna nMu:

£

PabBota ¢ kpunTo-npoeaiigepamu

CRMooK YoTAHOBNEHHEX KM O-MPOBaHIEpoE

OnucaHKe KpWITO-NPoESHALEpa

X

Brifipare

Hactpoure

T ofaEHTE HOBBIA

Yganure

Cosaare ko

YeTaHoBMTE CEPTH®MKAT

Jakpeme

3. [na no6aBneHmss HOBOro KpMNTONpPOBanaepa HAXXMUTE HA KHOMKY «[J06aBUTb HOBbIM». MNpu

HaXXaTun Ha KHOMKY OTKPbIBae€TC4d OKHO Ccieayrulero spaa:

PykoBoacTBO nonb3oBaTtena QUIK,
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[JoGaenedne kpunTo-npoeaijgepa x

HazsaHue OncaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

PP 2l MCNOAHASMOra MogYnA
|D:\Frc-nt_1 4Open5SL_Pr.di |

& alin HACTPORK. KPUMTO-NPOBaideEpa
|D:\Front_1 4OpenSSL_Frin |EE

Hofiaeure OTrena

B okHe «[Job6aBneHue KpUNTO-npoBanaepa» 3anosiHuTe cneaywuime nonda:

«®ann ncnonHgemMoro Moayna» — nyTb K anny 6ubnnoteku wmudposaHusa. Ecnm gpamn
yKa3aH BepHo, nonga «HasBaHme» n «OnmMcaHme» 3anonHATCS aBTOMaTUYeCKu.

«@Pann HacTpoek KpuntonpoBanaepa» — NyTb K anny HacTpoek WudpoBaHus.

Ons coxpaHeHMs HAaCcTpoeK HaxkmMuTte «[1o6aBuTb». YTOObI 3aKpbITb OKHO 6€3 COXpaHEHUS

HacTpoek, HaxxMuTe «OTMeHa».

4. [1o6aBneHHbI KpUNTONPOBANAED MOSABASETCS B CMMUCKE YCTAHOBEHHbIX KPUMTONPOBAaNAEPOB:

PaGoTa ¢ kpunTo-npoeaigepanm x

Crmcok yoTaHOBNEHHEIX KPHMTO-NPOBaMLEp0E
- . - Brifipate
rovider [0 pen ‘ovide

Hacrpowure

JoSaEHTE HOBRIF

Yganime

Coznare kamy

YeTaHOBMTE CEpTHdHEAT

< > 3akpbmb

O nMCcaHue KpUMTo-NpoEaiaepa

5. BblaenuTe HY>KHbI KpUNTONPOBAMAEP U HAXKMUTE KHOMKY «Bbl6paTb».

1.5 Hacrtpoika wundppoBaHma cpeacTtBaMm
6unbnmnorekm qrypto32

Mocne reHepaunm NyGANYHOIO U CEKPETHOMO KKYEN MO MHCTPYKLUMK, ONMCAaHHOM B PykoBoacTee
nonb3oBatens MNporpamMmel ons co3pnaHus u ynpasneHus kntodamu (KeyGen), nonyumnte ot 6pokepa
NoATBEPXAEHME perncTpaumm nybnmMyHoOro Kao4va n HacTponTe KpuntonpoBangep B PabouemM mecte

QUIK cneayrowmm obpasom.

B okHe «PaboTa ¢ KpynTonpoBanaepamMu» BblaennuTe Kpuntonposanaep qrypto32mu HaxxMmTe Ha

KHOMKY «HacTpouTb».
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PaGoTa ¢ kpunTo-npoBaigepanu X

CRMGCOK YCTAHOBNEHHEIR KEMIMTO-MPOEAAAEP0E
MuliPurpoze_S5SPI_Pravider [MultiPurpose_S55PI_F

OpenSSL_Provider [OpenSSL_Provider

JloSaEHTE HOBEIA

Brifipare

Ypanute

Coznare kawmy

YeTaHOEWTE CERTHEMEAT

< > 3aKpeme

0 nMCaHHE KPHMTO-NPOEaFAEPa

B OTKpPbIBLUEMCS OKHE YKAXKUTE NMYTU K NYBIMYHOMY U CEKPETHOMY K/IHOUYAM:

Tekywne HacTpoikun x

Hcnonbsyetbii ®akn HAacTpoek.

| [:4Front_Thgrypto.cfg |

T aiin ¢ NYEAHYHBIMIA KADHEMA
|.\Key\pubring.txk |

Paiinc CEKPETHEIMK EMOHarH

| kevhsecring. tsk |

CoxpaHuTs Orkaz

Mcnonb3yeMbin pann HacTpoek 6yneT BbIGpaH aBTOMaTUYECKMU.

HacTpowka 3aBepliaeTcs Ha)kaTmeM Ha KHOMKY «COXpaHUTb».

1.6 Hacrpounka wncpposaHusa m UM cpeacreamm
6unbnnorekn MP

1.6.1 HacTtpoiikun npoBaiaepa

B okHe «PaboTa ¢ KpunTo-npoBanaepamm» Bblaenmte Kkpyunronposamaep MP 1 HaXXMUTe Ha KHOMKY

«HacTpouTb».

Pabeora ¢ kpunTo-nposaigeparmn et

CRMCoK YeTAHOBNEHHE KEHIMTO-MPOEaHIEpoE

BriSpare
DpensSL_Provider [OpenSSL._Provider]

JoSaemTe HOBBIM

Yaanure

Coznare ko

YeTaHOBWTE CEPTHpMEAT

< > 2akpeme

O nMEaHUe KpUMTO-NpoESALEpa

PykoBoacTBO nonb3oBaTtena QUIK,
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OTKpbIBLUEECS OKHO NMpeaHAa3HAYeHOo As Bbi6Gopa CXeMbl ayTEHTMOMKALMMU, @ TaKXKE 419 NPOCMOTpa

U pefakTMpOBaHMSA HAaCTPOEK KpMNTO-NpoBanaepa s pexxmumMos wnupposaHmsa n JUMN:

HacTpoiikn npoealigepa x
AYTeHTUDNKELAR
Mo MMEHK W Napono ~
LntposaHMe
CepuitHBIR HOMED:
WsaaTens cepTHMKaTa:
Bnagenew, cepTHMKaTa:
Mepuon ARACTEMA CepTUdMKETA!

MapaMeTpel NPOBEPKK CEPTUBMKETE

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHMKAT Ha OT36IE: Bhikn,

HacTpouTe
3un
CepHitHEIR HOMED:
WsaaTens cepTudmxaTa:
Bnapenel, cepTudmraTa:

Mepuoa AEACTEMA CEpTHdMKETA:

MapaMeTpel NpoBepiu cepTUdMKaTa

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHAMKAT Ha OT36IE: Bhikn,
HacTpouTe

B BbinagatoweM cnucke «AyTeHTupukaums» soibepute cxemy ayTeHTUOUKALUN:

«onpenenseTcs cepepom» — cxemMa ayTeHTUdUKaumm, HaCTpOeHHas Ha cepBepe No YMOJNYaHMUIO;
«Mo cepTuUdUKaTy NOJIb30BaATENIA» — CXEMa ayTeHTUPUKaumMm no ceptudukaTy nonbsosatend. Ana
paboTbl MO AaHHOM CXeMe ayTeHTUhUKaLUM HEOBXOAMMO CO34aTb KIKOYU N YCTAHOBUTL
cepTnoukaT wndposaHma (cm. n. 1.6.2, 1.6.3);

«B AOMEHEe No MMEHU U Napoo» — CXeMa ayTeHTUGUKaLMU NO LOMEHHOMY UMEHU U NMapoio;
«MNO MMEHU U NApOO» — CXeMa ayTeHTUGUKaLMM No UMeHU 1 napon. Cxema coBMecTMMa

C Nt06OM U3 UCNONIb3YEMbIX HA CEPBEPE CXEM ayTEHTUPUKALUMW.

Ana pa6oTbl B pexxumax wudpoBaHua n LM MoxkeT MCNONb30BaTbCA KaK OAMH,
Tak U pa3Hble cepTudukartbl. MapameTpbl KpunTonposaaepa ana paborbl
B pexxume wncdpoBaHusa u B perxkume LM HacTpanBaroTca oTAE/IbHO U HE3AaBUCUMO

ApYr oT apyra.

B cnyyae ncnonb3oBaHmMsa ayTeHTUDMKALUM «NO cepTUdUKATy Nonb3oBaTens», Heo6xXoaAMMO yKasaTb
KNHOYEeBOM KOHTeNHep ons wudposaHua n / unm JLUIM, HaxkaB Ha KHOMKY «HacTpouTb». Bbibop

K/IIOYEBOr0 KOHTEMHEPA OCYLLECTBAAETCA OAHUM U3 CeayrLmMX CNoco6oB:

«®ann ceptudurkaTa» — ykasaTtb danin ceptudukarta, CBI3aHHOIO C KNHOYEBbIM KOHTEMHEPOM.

PykoBoacTBO nonb3oBaTtena QUIK, 10
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Knrou n cepridukar wingposaHna X

(®) daiin cepTudmkaTa

| DeyQUIK certsicert_1.cer Brifpats

() ew cepridmrara
BribpaTb

() Kniovesoli koHTefHep

[WenonssosaTe nokankHoe XpaHuaMwLe MK

[CINposepaTs cepTdMKaT Ha oT36IB

Cancel

o «Xew cepTudukaTa» — ykasaTb Xew cepTudunkaTa, CBI3aHHOI0 C KNHOYEBbIM KOHTEMHEPOM:

r Ny
Besonactocts Windows @

Beibop cepTudmkata

‘ —| [Metpos MNeTtp MNeTpoBuy
‘ r’ Wzpatene: VBer Test CA

@ [eiicteutenen c: 08.05.2014 no 27.1...
| o

[pocMOTPETE CBOMCTBE CEPTUDUK. .0

Wzpatene: VBer Test CA

4! Cuaopoe Bacuamin AHapee..
i
l@j Aeicreutened ¢ 15.05.2014 no 27.1...

Bacunbes AHapelr CAOPOE..
Wspatene: VBer Test CA
[Jevicteutenen ¢: 15.05.2014 no 27.1...

[ 0K J[ Otmena J

o «KnoueBomn KOHTENHEP» — BbIGPATb KNOYEBOW KOHTENHED.

Takxe B ananore «Knoy n ceptudukat wudbposaHms / SLUM» MOXKHO yKasaTb clieayroLlme HaCTPOMKK:

e «MMcnonb3oBaTb NOKaNbHOE XpaHunumwe MNMK» — npu ycTaHOBNEHHOM MpU3HaKe K4 HaXoauTcs

B JIOKa/IbHOM XpaHuUane KoMnbkoTeEpPa, MHa4Ye — B XpaHuUInLLE TEKYLLEro NoJib3oBaTen4.

e «lMpoBepka cepTuduKaTa No CNMCKy OT3biBa» — NPU YCTAaHOBJIEHHOM MPU3HaKe NPOM3BOAMTCA

npoBepka cepTudmUKaTa KpUNTo-NpPoBakaepoM Mo CNUCKY OT3biBa CEPTUDMKATOB.

HacTpoika 3aBepLliaeTca HakaTMeM Ha KHOMKy «OK».

1.6.2 FeHepauusa KAO4YEBOM Napbl U 3anNpoca Ha cepTudumkar
Onsa paboTbl C CepBepoOM Yepes KaHan, 3almiaemMblii NocpencTsom nposanagepa MP, u/uwnun ang

OTNpPaBKM TPaH3aKUMI Ha cepBep C UcnonbsoBaHmeM UM ¢ nomowbo 6ubnmnotekn MP Heobxoamnmo:

1. Co3paTb KN4 cepTUdUMKaTa.

2. Monyuuntb cepTudmkar.

PykoBoacTBO nonb3oBaTtena QUIK, 11
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3. YcTaHoBUTb cepTUdUKaT (NnoapobHee cMm. n. 1.6.3).

Onsa co3paHma Knoya B OkHe «PaboTa ¢ KpunTo-npoBanaepaMmms» BbloenanUTe HYXKHbIA KPUMNTO-

npoBaiaep KypcopoM U HAXKMUTE KHOMKY «CO34aTb KHOY».

PaGoTa ¢ kpunTo-npoeaigepanm x
CRWGOK YCTAHOBNEHHEIR KPHMTO-NPOBaHAEPOE o
- = - bifpaTE
MultiPy SSPIProvider [MultiPurpose B
OpenSSL_Provider [OpenSSL_Provider]
Qrypto32 [Aypto32] Hacrpoume
JoBaEuTE HOBRIN
Yaamme
HCTAHOBMTE CEpTHEMKAT
< > 2akpeTe
O nMcaHue Kpurmo-Npoeaiaepa

B OTKpPbIBLUEMCSA OKHE YKAa)KUTE MECTO CO34aHUSA U XPaHEHUS KHOUYEBOro KOHTeMHepa (B c/iydyae
ncnonb3oBaHus JaCarta unm eToken TpebyeTcs NpeaBapuTeNbHas YCTaHOBKA COOTBETCTBYHOLLMX

NpOrpamMMHbIX NPOAYKTOB):

Hocutene kakeyesoro KoHTelHEpa *

YKEKMTE HOCUTENE KIIDHEE0rD KOHTERHEPA:
() JaCarta
(CeToken
(®)MS CSP Key Storage
() Apyroii (yKasaTe KpMNTO-NpoBaiAinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTMeHa

o «JaCarta» — 3aKpbITbIM KJIKOY XPaHUTCS B HEU3BEKaeMoOM NaMaTu (6penok);

o «eToken» — 3aKpbITbIN KJIHOY XPAHUTCS B HEU3BNEKAEMOMN NaMATU (Bpenok);

o «MS CSP Key Storage» - cTaHOApPTHbIM HOCUTENb KIHOYEBOro KOHTEMHepa. ObpabaTbiBaeTcs
¢ nomouwbio Crypto API n CSP «Microsoft Strong Cryptographic Provider»;

o «[pyrom (ykasaTb KpunTo-npoBanaep)» — BbIOOp ApYyroro Kpunto-nposanaepa.

HaxkxmuTe KHOMKY «[anee» 1 yKaxKnte napamMeTpbl CO34aHUS KHOUYEBOV Napbl M 3anpoca

Ha cepTuduKart. MapameTpbl, 0693aTeNbHbIE AN 3aN0NHEHUS, MOMEYEHbI « ™ »:

PykoBoacTBO nonb3oBaTtena QUIK, 12
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Tun KnioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa
AnuHa knkoua (BuT): 1024
MUHMMaNEHSA ONMHE: 384
MakomaneHas AnuHa: 15384
MapaMeTpkl 3aNpoca Ha CEPTUGMKET
Brageney cepTudmkaTta
oAC: | MNeTpos WeaH Cepreesid
*Email: | petrov@agmail.com
*OpraHuzaLwIs: | DAD WHeecT”

Tonpasaenerite | MNEHOB0-SKOHOMWYECKMI OTARA

“llomKHOCTE: | CreutanmcT
*Topoa: | Bepack
*0finacTb: | HCo
*CTpara: | R
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe

TopMaT daina 3anpoca Ha cepTudMKaT

@pPeMm  (CIDER

Cancel

1. Ecnm nonb3oBaTenb paHee co3aaBaJl KJloueBble napbl C MOMOLWbIO AaHHOIO
nHTepdeiica, 1 3HaYeHUa NapaMeTpoB NponucaHbl B ¢haine HacTpoek, U ecnum
KpUNTOo-npoBaiaep CoBnajaeT C KpUnrto-nposanaepom, BbiI6paHHbIM
nonb3oBaTesieM Ha ware 1, To Nonsa Avanora aBTOMaTUYECKU 3arnosIHAKTCA
COOTBETCTBYIOL{MMM 3HaUYeHMsAMU u3 cdaina HacTtpoek (kpome nonsa «Uma
KJIIOUEBOro KOHTelHepa>» ).

2. B none «CTtpaHa>» BBOAUTCS ABYX6yKBEeHHbI KOA CTpPaHbl No ctaHaapTty ISO
(«ru» - Poccuiickas ®enepauusn).

Hanee daiin 3anpoca Ha cepTudmMKaT Heo6xoaMMOo nepenaTb 6poKepy Mo 3apaHee 0roBOPEeHHOMY
KaHany CBA3M U MONy4YnTb OT 6pokepa darn ceptudmkara.

Ecnm 6pokep caMmocToaTenbHO opMupyeT cepTudukaTt oas KIMEeHTa, TO KIMEHTY NpeaocTaBnseTcs
KOHTEMHEP C CEeKPETHbIM KUOM (dain ¢ paciumpeHmneM *.pfx). KIMeHT AoNXKeH yCTaHOBUTb

nosly4yeHHbIn pann, cnegya MHCTPYKLUMM MacTepa YCTaHOBKMU:
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r = ™y
Macrep vmnopTa cepTvdukaTos @

Macrep nmnoprta ceptudpukartos

Vg 3TOT MACTEp NOMOraeT KONWPOBaTL CepTHhHKATEI,
o L CMMCKKM AOBEPHA K CMIUCKKM 0T3bIBa CEPTHHHKATOB C
p ;)-2 NOKANBHOr0 AMCKE B XPaHMAMILE CepTHMKATOB,

CepTrdHKaT, BblAaHHBIN LEHTPOM CEPTUdMKALMH,
ABNAETCA NOATEEP¥ ASHUEM Bameﬁ NHYHOCTH 1
COAEPHNT MHPOPMALKID, HEOBX0AMMYHD ANA 3ELUHTE!
ASHHBIX MK YCTHOBNEHNA 3aLUMLEHHBIX CETEBbIX
NOAKNHIHYEHHH, XPAHHAMILE CEPTHMKATOE - 3TO
061acTh CMCTEMBI, NPEAHA3HAYEHHaA ANS XPaHEHNA
cepTHHKATOB,

ANA NpoACMKEHUA HaXMUTE KHONKY "Aanee”,

<Hasaa || fanee> | | Ommena

CepTuduKaT TakXKe MOXHO NONYy4YUTb Yepes web-uHTepdenc yagocTtoBeparowero LeHTpa (nogpobHee

cM. [MpunoxkeHune 2).

[Janee MOXHO nepexoauTb K YCTaHOBKe cepTudukaTta yepes popMmy (CM. n. 1.6.3).

1.6.3 YcraHoBKa cepTudmkara

B okHe «PaboTa ¢ KpunTo-NnpoBanaepamms» BblaeNANTE HYXXHbIM KpUATONpoBamgep U HaXxxMurte

Ha KHOMKY «YCTaHOBUTb cepTudumKaT».

-
PaboTa ¢ kpunTo-NpoEaiiaepamn

CRMCOK YCTAHOENEHHEL KPMITTO-NPOBAHLEPOE

Brid
MultiPurpoze SSP1Provider [MuliPurpos EEERal

Hactpoure
JofasuTe HOBRIG

Ypame

LCospare ko

Y CTAHOBMTE CEPTHgMEAT

< | LU} > Jakpemb

LI

|D MHCEHKE KPHITO-NPOESAaEpa

B OTKpbIBLIEMCS OKHE YKAXUTe HOCUTENb KoYEeBON napbl U dann cepTudukaTa:

r " i ™y
YcraHoska ceptvdmkara M

YkamuTe HOCUTENE KAYEB0i napbl:

(1 JaCata () eToken (@ Standard Key Storage
Ykamure $aiin cepTUPUKaTa:

] D:AQUIK certshca_test_cert.cer BeiSpate

{UCTBHOBMTb] [ OTmeHa J

e = y
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[ns ycTaHOBKM BbIGPaHHOIo cepTuUdmrKaTa HAXKMUTE KHOMKY «YCTAHOBUTb» (B 3aBMCUMOCTM

OT MCMONb3YEMOro HOCUTENSA U CepTUDMKATA CUCTEMA HA AAHHOM Luare MoXeT noTpe6oBaTtb BBECTU

naposb).

1.7 Hacrtpoika wuncdpoBaHusa v UM cpeacrBamm

6nbnmnorekn OpenSSL

1.7.1 HacTpoikun npoBaiaepa

B okHe «PaboTa c KpunTonpoBanaepamMmu» Bolaenute Kkpyntonposanagep OpenSSL U HaxkMuTe Ha

KHOMKY «HacTponuTb».

PaBeora ¢ kpunTo-nposaigepamn bt

CRMCoK YoTAHOBNEHHE KEHITO-MPOEaHIepoE
BriSpare

JosaemTe HOBBIA

Yaanure

Coznare ko

YCTaHOEWTE CEPTHpMEAT

< > 2akpemb

O nMEaHHe KpUITO-NPoESALEpa

OTKpbIBLWIEECS OKHO NpeaHa3HavyeHo 418 Bbibopa cxeMbl ayTeHTUdUKaumm, Bbibopa ceptudmnkaTon

wmndposaHug 1 JLIM, a Takke A4ng NnpocMoTpa napamMeTpoB BblIOpaHHbIX CepTUDMKATOB:

HacTpoikm

AyTeHTUdMKALMA no CEPTUMKETY Nonb20BaTena W BrifpaTe
Bnanenew: Tech_Userd2
MzpaTens: arga.ru
CepuitHeli HomMep: 00D5 FA1S C975 975F 82
Cpok aeicTena: c: 26.07.2017 no: 26.07.2018

InexTpoHHo-LMdpoBan moanMce BribpaTb
Bnaaeneu: Tech_Userg2
MzpaTens: arga.ru
CepuitHeli Homep:  00DS FAL18 C976 975F 82
CpoKk AeicTBMs: cr 26.07.2017 no: 26.07.2018

MyTb K XPAHANWLLY CEPTUHOUKETOE

| certs\store.pem BribpaTe

X

MpoBepATE CEpTHGMKST CEPEEPa

MyThb K Nanke KopHeBLIX cepTUdMKaTos

| certe\CA | Brifpate

n‘j'Tb K Nanke MWCKoE OT3bIE0E

| certs|CRL | Brifpate

Ommera

B BbinapatoLwem cnmcke «AyteHTudurkKaumsa» Bblbepute cxeMy ayTeHTUdMKaLmm:

PykoBoacTBO nonb3oBaTtena QUIK,
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«onpenenseTcs cepeepom» — cxema ayTeHTUdurKaumm, HacTpoeHHas Ha cepeepe N0 YMOYaHULO;
«No cepTUdUKaTy NoNb3oBaTeNSa» — CXEMa ayTeHTUdMKaLUM No cepTudukaTy nonbsosaTtens. Ons
paboTbl N0 AaHHOM CXeMe ayTeHTUdUKaLMM HeEOBXOAMMO CO34aTb 3anpocC Ha cepTudmkaT

M YyCTaHOBUTb ero (cm. n. 1.7.2, 1.7.3);

«B AOMEHEe MO MMEHU U NapPOIo» — CXeMa ayTeHTUPUKaLMM NO LOMEHHOMY UMEHU U Mapoto;

«MO UMEHM M MApOJI0» — CXEMA aYyTEHTUDUKALMMU MO UMEHU U NAPOJILO.

AOns pa6oTtbl B pexxumax wmdpoBanuua n LM moxker MCnosib30BaTtbCA KakK OQWH,
Tak n pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposanaepa Ana pabortbl
B pexkuMme wmndpoBaHna n B pexkume JLIMN HacTpanBaroTca OTAE/IBHO U HE3AaBUCUMO

Apyr ot gpyra.

B cnyyae ucnonb3oBaHMs ayTeHTUDUKALUN «NO CepTUDUKATY NoNb3oBaTens», HE06X0ANMMO CO3aaTb
3anpocC Ha cepTuduKaT, HaXKaB Ha KHOMKY «BblBbpaTb» (nogpobHee c™m. n. 1.7.2). Echm B cucteme
YCTAHOBJIEH CePTUDMKAT, TO MO HAXKATUIKO HA KHOMKY «BblBpaTb» OTKPOETCS OKHO Bbi6Opa

ceptndumkara. lNMocne Boibopa cepTndmMKaTa B paMKe oTobBpasaTcs ero napameTpbl.

Mo Ha)aTuo Ha CTPEeNKY OTKPbIBAOTCA MapaMeTpbl HACTPOMKU CXEMbI ayTEHTUDUKALIUK
«no cepTuduKaTty nonb3osBaTens» A1 YCTaHOBKM NpU3HaKka NpoBepku ceptudukarta cepeepa, a Takxe

OJ15 BbIGOpa NyTei K Nankam Co CNMCKaMM OT3bIBa M KOPHEBbLIMU cepTUdMKATaAMMU.

HacTpoika 3aBepLiaeTca HakaTMeM Ha KHOMKy «OK».

1.7.2 NeHepaumuna 3anpoca Ha cepTucdukar

YTo6bI NONYUMTb OT GpoKepa dann cepTudmrkaTa, HeE06X0AMMO MO 3apaHee OroBOPEHHOMY KaHany

CBS3M nepepnatb eMy dann 3anpoca Ha cepTudumkaT, chopMmpoBaHHbIN B Pabouem mecte QUIK.

[vanor co3gaHma 3anpoca Ha CepTUdUKAT MOXKHO OTKPbITb B HACTPOMKaX KIMEHTCKOro MecTa

cneayrLwmmMm cnocobamu:

B OKHe «PaboTa c KpunTonpoBanaepammus» Bbolaenmte kpuntonposamgep OpenSSL 1 HaxxmuTe
Ha KHonKy «Co34aTb KN04»;
Ha BKlaake «Toprosns / SLUM» HAXKMUTE HA KHOMKY «3arpy3nTb». B OTKPbIBLUEMCS OKHE HaXXMUTE

«3anpoc».
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MapaMeTpbl, 0693aTeNbHbIE 419 3aN0IHEHNUS, MOMEYEHbI & »:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

ToapasaensHue: | Otaen01 |

=[] OMAHOCT: | Cneupsanict
*Topoa: | HosocuBupok
*PeruoH: | HCO
*CrtpaHa: | RU
LokymeHT: |
-
[ononHATENBHBIE MapaMET Rkl
AnropuTM RSA ~ | [OnuHa 2048 ~
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | BuifipaTe

E-mail Bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTpaHbl No ctTaHAaapTy ISO.
Hanpumep, «ru» — Poccuiickaa ®eaepauumsa.

1.7.3 YcraHoBKa cepTtudukarta

CKkonunpymnTe NONyYeHHbI OT Bpokepa cepTuduKaT B KOpHEBYIO anpektoputo Paboyero mecta QUIK.
YcTaHoBKa cepTudurKaTa BO3MOXXHA ABYyMS cnocobamu:

1. B okHe «PaboTa c KpunTonpoBanaepamm» Bolaenute Kpuntonposagep OpenSSL 1 Ha)KMUTE Ha
KHOMKY «YCTaHOBUTb cepTUdUKaT». Boibepute dgamnn ceptnudurkaTta n Haxxmmte «OTKPbITb».

2. YcTaHOBKa cepTuduMKaTa Ha 3Tane yCTaHOBKU CETEBOTO COeAMHEHMS:

3anyctute Paboyee Mecto QUIK. Haxxmute = ansa ycTaHOBKM coeanHeHus. OTKpoeTcs

OKHO BuMAa:
¥CTaHOBKAE CETEBOTC COELUHEHWA e
D-TEST [192.161.26.12:15000] ~

WnepoBaTe gaHHeRE ¢ nomMowemn CE.3H:

| OpenSSL_Provider |

Henonesoeare HacTpoBkK Uz daiina:

Eeon OTraeHa Crpaexa
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Bbibepute dann HacTpoek B nose «MCcnonb3oBaTb HACTPOMKU U3 Panna» U HAXKMUTE
«BBoa». [MporpaMmMa aBToMaTM4ecku obHapyxmeaeTt dann ceptudukara 1 BbIBOAUT
3anpoc Ha gobaBneHue ero B xpaHunuuie. Haxxmurte «a».

N0EasKTh HOBNA CERTVOHAKAT

e Haiaen woswit ceprndmraT

Bnagenewy; UserD]

Wsgarens: arqa.ru

Cepwiitneeit momep: 0005 FATE C976 975F 8A
Cpox gaeicrens: ¢ 01.08.2017 no 01.08.2018

Kensere gobasitn ero & xpannanuye?
| @ | He
OTKpbIBaETCA 3anpocC Ha 3aluTy NPMBATHOrO KJoYa naponem. Npu Haxkatum Ha KHOMKY
«HeT» cepTudmkart pobasngetca 6e3 napons.
BONROL

e. Kenaere 3apTHTE NPT KMOY Nnaponem!

]l b

__[Onga BkOYEHUSA 3aLlMTbl HaXXMuTe «[da» U BBeguTe napoib.

Maponb foNXeH coaepxXaTb XOTH 6bl 04HY UMDPY, OAHY 3arNaBHYO U OA4HY CTPOYHYHO
OyKBbl NaTUHCKOro andasuTta. JonyckarTcsa CMMBObI « » (Mpoben) u «-» (aeduc). AnmnHa

napons 4o0JIXKHa COCTaBNATb HE MeHee 8 CMMBOJIOB.

3anpoc napona *
WH(OPMELMA 0 CepTUdMKaTE:

Bnapenewu: Tech_User02

MznaTens: arga.ru

CepMifHeId Homep:  00DS FA18 C976 975F 82
Cpok aeicTBMs: c: 26.07.2017 no: 26.07.2013

Mapone napane

Omnera

Boibepute ceptudmkaTt n HaxxmmTe «OKs.

LaHHbI cNOCOB MCNONb3yeTCsa TakKXKe NpM NNaHOBOM 3aMeHe cepTudmkaTa.

1.8 Knwoum 3anycka Pabouero mecrta QUIK

Mpu 3anycke Paboyvero Mmecta QUIK 13 KOMaHAHOM CTPOKU UCMOMb3YIOTCS CneayoLwme Knum:

-clear - ounCTUTL CNyXebHble dhannbl C paclwmpeHmneM *.log u *.dat. 3To No3BONASET YCKOPUTb
3arpy3sKy nporpammoi.

-full-dump - B c/lyyae BO3HUKHOBEHUS OWKNBKU popmupyeTcss DMP-dann, cogepxallnin NoaHyO
MHpOpMaUUI0 O NporpaMmMme.
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-security-replace - nHcTpymMeHTbl B WND-(danne HacTpoek 3aMeHS0TCS B COOTBETCTBUU C

npasuiamu, 3agaHHbIMK B pane 3aMeHbl.

®dopmarT 3anycka:

info.exe -security-replace [<mummsa dalya C OpaBuUilaMM BaMeHBD> ]

Ecnun ¢dainn 3amMeHbl He yKasaH, TO ncnosb3yetca pann replacements.txt, pacnosioXXeHHbIn B
katanore ¢ Pabouynm mectom QUIK.

®dopmMart danna 3aMeHbl:

<CrapeM kO& kJjlacca 1>,<CTapeli KOI MHCTpyMeHTa 1>=<HOBEM kO& KkJjacca 1>,<HOBm KOI

MHCTPyMeHTa 1>

<Crapelt KOI kJjlacca N>,<CTapel KOOI MHCTpPpyMeHTa N>=<HOBBIM KOI kJjlacca N>, <HOBEM KOZ&

MHCTpPpyMeHTa N>

3aMeHaKTCa cnepyowme napameTpbl:

Koa nHCcTpyMeHTa;

KpaTtkoe un nosiHOe HaMMEHOBAaHUE MHCTPYMEHTA;
Kopn knacca;

HanmeHoBaHMe knacca.

ANna KOppPEeKTHON 3aMeHbl MHCTPYMEHTOB B Tabnuue «/locka ONuUUMOHOB>» B KauecTBe
KoAa KJlacca crieqyeT yka3biBaTb KOA KJjlacca ONUMOHOB, a B KaYeCcTBe 3aMeHSeMoro
MHCTPYMEHTa — Ko 6a30BOro akTtmea.

Ecnu yka3aHHbIN B danne 3aMeHbl MHCTPYMEHT He HaladeH B CPaBOYHMKE MHCTPYMEHTOB
Pa6ouero Mecta QUIK, To onepaums 3aMeHbl He BbINOJHSETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT,GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

Ana coxpaHeHnss N3MeHEHHOoro ¢ainna HacTpoek Heo6xoA4MMO MCNOJ1b30BaTb
¢yHKUMOHaN coxpaHeHna KoHpurypauum Pabouero mecta QUIK B WND-cdann
(cM. B n. 2.12 Pazgena 2 «OCHOBHbIE NPUHLMXMNbI paboTbi>»).
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1.9 HacrTrpoika napaMeTpoB coeanHeHUSN

OHO 6yaeT npeasoXKeHo Mo YMOJTYaHUIO.

1. Mo yMonuaHuio npeasiaraeTca TMN CoeAMHEHUs, KOTOpbii 6bl/1 UCNONb30BaH
npuv npeabiaywem nogknovueHun. Ecnm kakoe-1o coeguHeHue 6bis10
OTpefaKTUPOBaHO Win no6aBsieHo, TO NPpU OUepeAHOM NOoAKJ/IIOUYEHUN

PeKkOoMeHAyeTCs HaCTPOUTb OUYepeaHOCTb 3anucei B CMCKe CoeAUHEeHUN
B nopsigke y6biBaHMS YacCTOTbl MCNOJIb30OBaHUSA COeAMHEHUN, NnepeMellas

CTPOKM B CNMUCKE KHOMKAaMM CO CTpeJikaMum ﬂ n M.

~
MpocMoTp AOCTYNHBIX COSAUHEHWIA - LJ&
MH®OPMaUUA 0 COBAUHEHUAR
OnucaHue coeauHeEHUA |P-Aapec Mopr Kniou cepeepa -
YHueepcanbHoe 192.178.135.25 200 info = Jotasute ]
R I
PefakTposaHue coeauHeHns & = [_ﬂsmenmb [
& |
OnucanWe coeguHeHua Ceresol agpec Mopt Kniou cepeepa R A @
193.178.135.25 200 info R
R Hnanute
] [ Ortmena L Cnpaeka (=2 =

[TBoccTaHaenMBaT CEASL AETOMATUYECKU Yepes |0 10:00:00

CEKYHA C Ao 22:00:00

HDH EOCCTaHOBN2HWU UCNOAL30ESTE TOABKO NapamMeTpbl NOCAE4HErD CoeduHEHWA

B npouecce patorel

[V NpoeepsTs ceasb ¢ cepeepom kaxabie B0 CEKYHA, NOCkINGA CooBlWEeHWe pasMepom I 128 « t Galm

| LCoxpaHuTe ] 1 Ortmera ‘ I Crpaeka

OTKpomTe NyHKT MeHo Cuctema/CoeauMHEHMUA....

]U

[ns penaktMpoBaHus BbiGepute CTPOKY U3 cnmucka «MHpopMaLmsa 0 CORANHEHUAX» U HAKMUTE

KHOMKY «M3MEHUTb».

[N co3paHnsa HOBOro COEANHEHUS HAXXMUTE KHOMKY «[106aBuUTb».

B none «CeTeBOM agpec» yKaXute AOCTYMNHbIN CETEBOM aApec KOMMbTEPa, HA KOTOPOM

ycTaHoBneH cepBep QUIK, B none «Mopt» — nopT cepsepa. lNpn paboTe yepes NpoKcU-cepeep

B JIOKaJIbHOW CETU ero ceTeBOW aapec 1 NopT YKa3biBaOTCH B MYHKTE MEHIO NPOrpamMmbl

Cucrema/Hactpoiiku/CoeamnHeHue ¢ UHTEpHETOM... (ONucaHume

npokcu-cepsep cM. B n. 1.9.2).

HaCTPOMKM coeanHeHus yepes

B none «Kntou cepBepa» ykakute naeHTMdukaTop kntoda cepsepa. UoeHTudmkaTop coobLiaetcs

AoMuHucTpatopom cepsepa QUIK.

B none «CeTteBoi agpec>» yka3sbiBaeTcs ceTeBoe umsa unu IP-agpec komnbiloTepa,

Ha KOTOpPOM ycTaHoBJieH cepBep QUIK.

HaxxmMuTe KHOMKY «[a» A1 COXpPaHEHUS UBMEHEHUI MU KHOMKY «OTMeHa» A5 3aKPbITUS OKHa

6e3 coxpaHeHus.

0na ynaneHus HEHYXXHOIro CoeAUHEHUS BblaennTe ero B cnucke «MHpopMaumsa o coeauHeHUax»

M HAXKMUTE KHOMKY «YOoanuTb».
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HacTpoiiku aBTOMaTU4YEeCKOro BOCCTaHOBJ/IEHUS CBSI3N C CEpBepoOM
1. YcraHoBuTe pnaxkok «BoccTaHaBnnBaTb CBSI3b aBTOMATUYECKM YEPE3 ... CEKYHA C ... 40 ...».

B Mosie «yepes ... CEKyHO» 3afanTe Nnepuosa OXXnaaHusa B CeKyHaax. PekoMeHayeMmbiin
MHTepBan: 15-60 cekyHO. MUHUMaNbHbIN MHTEPBA: 5 CEKYHA.

B nonax «c ... 00...» yKaxxute nepuo BpeMeHu, B Te4eHmne KOToOporo byaeT AencTBoBaTh
BOCCTaHOBJIEHME CBSA3U. YKa3blBaeTCS CUCTEMHOE BPEMS KOMMbIOTEPA MNOMb30BaTenNs.
PekomeHAayeTCs HacTpamBaTb Nepmoa B COOTBETCTBUMM CO BpEMEHEM NPOBEAEHNS TOProB
Ha BupKe, Tak Kak No 3aBepLUeHUn TOProB cepBep aBTOMaTUYECKM OTKKOYaeT BCeX
nonb3oBaTtenen. B nocnepyowme ToOproeble AHU CBSA3b ByAEeT aBTOMaTUYECKU
BOCCTAHaBAMBATbCS B Ha3HA4YeHHOE BpeMS.

2. Ecau dnaxok «lMpu BOCCTAaHOBAEHUN MCMONb30BaTh TOJIbKO NapaMeTpbl NOC/eaHEero COeauHeEHNI»
BKJIOYEH (MO YMONYaHMUIO), TO cnefyrolee coegmHeHne ycTaHaBInMBaeTCsd C TEMU XKe HAaCTpOMKaMu,

YTO M B NpeablayLLei NomnbITKeE.

Ecnun CDJ'Ia)KOK CHAT, TO cneaywuiee coegmHeHne yCtaHaBnmBaeTcd C HaCTpOﬂKaMM, YKa3aHHbIMUA

B C/IeAytoLen cTpoke cnucka «MHbopmaumns o coeguHeHnsax». na 3toro Heo6xoanMMo

ynopaaovYUTb CNUCOK AOCTYMHbIX COeAUHEHMI C MOMOLLBIO KHOMOK ﬂ 7 M B COOTBETCTBMMU C
XelaeMon o4yepenHOoCTbo nepebopa coegmHeHMN. 3Ta BO3MOXHOCTb MOXET MCMOb30BaTbCs ANs

MOAK/IIOUYEHUS K CEpBEpPY Yepes pasHbiX NpoBaiaepos.

HacTpoiiku MOHUTOPUHIra 3aAepiXeK Ha KaHaJsie CBA3MU

Ecnun yctaHoBneH dnaxok «MpoBepsTb CBSA3b C CEPBEPOM KaXAable ... CeKyHA, NoCblNasg cooblieHmne
pa3MepoM ... 6anT», TO NporpamMma nNpoBOAUT PerynspHbIv 3aMep 3aAepXKek Ha KaHane CBSA3U Mexay
CepBEPOM U KJIMEHTOM, NPU 3TOM 3HAUYEHME NO YMOMYAHUIO (M MUHUMaNbHOE 3HavyeHue) 30 CceKyHA.

Pe3ynbTaTbl 3aMepoB oTOoBparkatoTcs B «MHPOPMALMOHHOM OKHe», cM. n. 1.10.

®OYyHKUMSA MMeeT NnapaMeTpbl ANS HaCTPOMKHU:

MHTEPBaN B CEKYHOAX MEXAy OTMPaBKOM COOBLLEHMI, pPEKOMEHAYEMAS BENUUYMHA: «60%;

Be/MYMHA OTNPaBASIEMOro nakeTa, B 6anTax, pekoMeHayemas BesiMunmHa: «128x».

1.9.1 Hactpoiika napaMeTpoB NoJiyMeHUA U COXpaHeHUs AaHHbIX

MonyyeHue gaHHbIX
HacTporika nonyyYyeHus AaHHbIX BbINOJHAETCS Yepe3 NyHKT MeH Cuctema/HacTpoitku/OCHOBHbIE

HACTPOWMKMU..., pasgen «MporpamMmas / «MonyvyeHne AaHHbIX».

1. «dDopMMpoBaTb CMMCOK MNOAYYAEMbIX UHCTPYMEHTOB M NapaMeTpPoOB» — HACTPOKika o6beMa
OAHHbIX, NOJly4aeMbIX C cepBepa. [M03BONSET OrpaHUUUTb CMUCOK MPUHUMAEMBIX AAHHbIX 415

COKpalweHnsa Tpaduka:

«Mcxoas U3 HaCTpPOEK OTKPbITbIX MOJIb30BaTeNEM TabNML» — MOJly4aTb HOBbIE 3HAUYEHMS
Mo MHCTPYMEHTaM U UX NapaMeTpaM, KOTopble 0TO6paXkaloTCs B OTKPbITbIX
noJib3oBaTeNeM TabAMLaX MPOrpaMmMmel, a TAKXKE N0 BCEM MHCTPYMEHTAM, NO KOTOPbLIM
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3a4aHbl IMMUTBI. ECIM NpU3HaK BKJIHOYEH, TO C CEpBEPA NPUHUMAIOTCS NapaMeTpbl Mo BCEM
MHCTPYMEHTaM, 0TOGpaykaeMbIM B CeAyoLWwmMx OKHax 1 Tabamuax:

Mpu ycTaHOBNIEHHOM NpU3HakKe «Mcxoaa u3 HacTpoeK OTKPbITbIX
nonb3oBartenieM Tabnuuy>» napameTp «PeanbHbIA WAr 4eHbl>» aBTOMaTU4YECKHU
BKJ1IOUAETCS B CMIMCOK 3aKa3aHHbIX NapaMeTpoB.

Ta6bnuubl N OKHa Ta6bnuubl N OKHa

Tabnuua Tekywmx Topros Jocka onuMoHOoB

Tabnuua naMeHeHun napamMeTpoB Tabnuua napamMeTpoB OMUMOHOB

Tabnnua NcTopmun 3HaYeHUmn FpaduKkm, NICTOYHMKOM OAHHbIX AN KOTOPbIX

CNYyXuT Tabnuua TekyLwmux Topros

Mo3numm no MHCTpyMeHTaMm 3KCI'IOpT AaHHbIX B CUCTEMbI TEXHUYECKOro
aHannsa, NCTOYHUKOM OaHHbIX ANa KOTOPbIX

CNy>KUT Tabamua TekyLmMx TOpros

KnneHnTtckum noptdennb MporpaMmMupyembie Tabnunupl, ONUCaHHbIE

Ha ga3blke QPILE

Kynutb/MpoaaTb

«C y4eToM HacTpoeK, BbIBpaHHbIX NMNOJIb30BAaTENIEM BPYYHYIO Yepes MyHKT MEHI0
Cuctema/3akas AaHHbIX/TIOTOK KOTUPOBOK...» — MOJly4aTb AaHHbIE MO TEM UHCTPYMEHTaM
W napameTpaM, KoTopble 3a4aHbl SBHO B OKHe «Bbl6op nprHMMaeMbiX NnapaMeTpoB

WU MHCTPYMEHTOB» (BbI3blBAeTCS BbIGOPOM NMyHKTa MeHo CucteMa/3akas AaHHbIX/TOTOK
KOTUPOBOK...).

«OBHOBNATbL BCE AaHHbIE MOC/Ae paclUMPEHUs CIKCKA NONyYaeMblX MHCTPYMEHTOB

M NapaMeTpoB» — MPU U3MEHEHUW CMIUCKOB MHCTPYMEHTOB U UX MAapaMETPOB B OKHE
«BbIBOp NPMHUMAEMbIX NAaPaMeTPOB U MHCTPYMEHTOB», B TaB/IMLAX MOTYT BO3HUKHYTb
npo6enbl, He 3aNoJIHEHHbIE AaHHbIMKU. [laHHOE CBOMCTBO MO3BOJISIET U36GEXKaTb 3TOrO,
NnoJly4MB 3aHOBO 3HAYEHUS MAPAMETPOB C CEPBEpA.

Ecnu cTpykTypa paHHbIX (CMIMCKU MHCTPYMEHTOB M NapaMeTpoB) 4acTto
U3MEHSAIOTCA NoJib30BaTe/IeM BHYTPU AHA, TO MPOUCXOAUT yBeIn4YeHue
Tpadmka n3-3a NOBTOPHOW NepecblJIKU AaHHbIX Tabauubl 3a BeCb nepuoa
C Hayana Toprosoi ceccuu. Ecnn npm 3tom Ta6bnuua ncropumn n Tabnuuya
U3MEeHeHMN 3HAYeHUW NapaMeTpPoB He UCMNOoJIb3yeTCs, OTK/IIoUUTE 3TOT
cdnaxxok ana cHMIKeHus Tpaduka.

2. «MHTepBan 0GHOBNEHUA AAHHbIX C TEKYLLMM COCTOSHUEM» — YNpaBAeHUE NePUOANYHOCTbIO

O0BGHOBMEHUSA AAaHHbIX B Tabnuue TEKYLLMX TOProB.:
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__ «3anpawmnBatb AaHHbIE Pas B ... CEK.» — AaHHbIM NPU3HAK NMO3BOJIAET OTKIOUYUTD
HenpepbIBHOE NosyYeHMe AaHHbIX AN Tabauupbl TEKYLWMX TOProB. MNpu BKIKUYEHHOM
npu3Hake MHhopMauus B Tabnumue o6HOBAETCA NEPUOAMYECKM Yepe3 YCTAaHOBJIEHHbIN
WMHTEPBaJ, B CEKYHAAX. MakcMManbHbIi nepuon o6HoBneHns — 60 cekyHa. MpusHak
BKJTIOYEH MO YMONMYAHUIO. 3HAUYEHME MO YMONMYAHUIO: «1».

3. «[pu nony4yeHnn HOBOTO MHCTPYMEHTa» — ynpaeieHne A06aBNEHNMEM HOBbIX MHCTPYMEHTOB
B CyLLECTBYOLME TaBnmLbI:

__ «Job6aBnsATb ero Bo BCe TabnuLbl» — eCcin GAAaXKOK YCTAaHOBMEH, TO NPU NOSB/IEHUN
B TOProBoM CUCTEME HOBOIMO MHCTPYMEHTa B KAKOM-IMBo knacce oH 6yaet nobasneH
BO BCe cyuwecTByowme Tabanubl, rae oTooparkatoTCcs MHCTPYMEHTbI AaHHOMO Knacca,
a Takxke nobaBneH B CMUCOK MHCTPYMEHTOB, OTOBpaXkaeMbiX B «Tabnumue TeKyLWMX
TOpros» (NMYHKT MeHto CucteMa/3akas AaHHbIX/TIOTOK KOTUPOBOK..., DMAbTp
MHCTPYMEHTOB).

CoxpaHeHMe flaHHbIX
HacTporika coxpaHeHUs AaHHbIX BbIMOMHAETCS Yepes3 NyHKT MeHio Cuctema/HacTpoiikn/OCHOBHbIE
HaCTPOMKMU..., pazaen «[porpamma» / «CoxpaHeEHNE OaHHbIX».

1. «CoxpaHaTb 4as noayvyaeMbiX MHCTPYMEHTOB M MapaMeTpoB» — NPU3HaKK, onpegensatowme
KONnM4ecTBo MHpopMauuu, xpaHnumom Pabounm mectoMm QUIK ana nocnegyrowiero
MUCNOSIb30BaHUS.

_ «TONbKO AaHHble, OTpaXkaloLme TEKYLLEE COCTOAHNE» — COXPAHATCA nocneaHue
3HaYeHUs NapameTpos.,

__ «[aHHble, oTpaxkatoLwme TeKkyLee COCTOSSHUE U BCHO UCTOPUIO UBMEHEHUN» —
COXPAHSOTCS BCE MPUHATbIE 3HAYEHMSA NapaMeTpoB. [laHHOe CBOMCTBO HEOGXOAMMO Npu
MCrofib30BaHMM TabnuLbl UICTOPUM 3HAYEHU, TabnnLbl USMEHEHMS NAapaMeTPOB,
NOCTPOEHUS rpaPMKOB NO 3HAYEHUAM TabnuLbl TEKYLLMX TOProB, a TakXKe 3KCnopTa
OAHHbIX B CUCTEMbI TEXHUYECKOMO aHanu3a, ec/in uX UCTOYHUKOM saBngeTcsa Tabnuua
TEKYLLNX TOPros..

__ «MonyyaTb NpoONyLUEHHbIE OAHHbIE» — MPU YCTAHOBNEHHOM (NaXkKke NporpaMma nony4aer
C cepBepa BCe AaHHble C Hayasnia TOProB 3a 3TOT AeHb. [pU CHATOM naXKke NPOU3BOAUTCS
NMPUEM TOJIbKO HOBbIX AAHHbIX.

JAaHHOe CBOMCTBO Heo6xo0AMMO, ecnm ucnonb3yerca Tabauua ucropum (nmbo
B rpadumkax Mcnosib3yroTcs napametpbl us Tabnuubl ncropumn) nnbo Tabnuuya
MW3MEeHeHM 3HayeHni napameTpoB. Ecnm ykasaHHble Tabnuubl

He 3aeliCTBOBaHbl, PEKOMEHAYETCA OTK/IIOUUTDL 3TOT (p/1aXKoK ANnA
yMeHbLleHusa Tpaduka.

2. «OunwaTtb AaHHbIE MOCAE CMEHbI AATbl»:

__ «Ha nokanbHOM MawunHe» — o4MLaeT B NaMATU AaHHblE NpeablayLen TOProBom ceccum
Cpa3y nocse 3anycka NnporpamMmsbl, 40 YCTAaHOBNEHUS CBSA3U C CEPBEPOM. Mcnonb3ynTe
3TOT BapWUaHT, ec/i HET HEOBXOAUMOCTU NoayYaTb MHDOPMALMIO O ToOprax
3a npeablayLWwmii AeHb Nnepen HayanaoM TOProB 3a TEKYLWMI OEHD.
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«Ha cepBepe (Npu YCTaHOBAEHUM CBA3U)» — OYULLLAET AaHHbIe NpeabloyLen TOprosom
ceccuu Npu NOSIBJIEHUM Ha CcepBepe AaHHbIX, OTHOCSALLMXCS K HOBOW TOProBoM ceccun.
Mcnonb3ynTe 3TO BapuaHT, ecnm UHPOopMaLms 0 Toprax NpMHMMaeTcs YTPOM CrieayoLero
OHA (HanpuMmep, U3-3a CYLWeCTBEHHOM Pa3HULbl B YAaCOBbIX NOSACaX).

HacTpoiika coeanHeHUs yepes NpoKcu-cepeep

Ona opraHusaumm paboTbl cuctemMsl QUIK n3 nokanbHOM ceTn, UMetoLWen orpaHnvyeHme goctyna

B MIHTEepHET, CKopee BCero notpebyeTcs HaCTpOMKa NPOKCU-cepBepa aAMUHUCTPATOPOM ceTu. Ecnm

CYLLECTBYET BO3MOXHOCTb YCTAHOBUTb COeAMHEHME B3 UCMOJb30BaHMUA NPOKCU-CEPBEPA,

TO BbINOJIHATbL 3TY HACTPOMKY He ClnenyerT.

1. OtkpoWTe NnyHKT MeHto Cuctema/Hacrpoiiku/CoeanHeHue ¢ UHTepHeTOM....

CoeanreHune ¢ VintepHetom &J

[V] McnonszoBats npokew - cepeep

Ceresoitagpec  0.0.0.0 Mopr: |0

MpoToKoN BSEUMOAEHCTEMA C NPOKCH - CEPEEPOM

SOCKSS 6es aeHTUPHKAUMM NONB30BATENA

WaeHTUPHKAUMA NoAbS0BaTENA
) 3anpalMBaTh WMA W Nap0Ak B NPOLECCE COSAWHEHUA
Yurare UMA U N3P0k U3 $aMNa HACTPOMKK
Wra 1 napons

Wma MNaponk

I Oa |] Otmena ] Crpaeka

2. YcTtaHoBuTe dnaxkok «Mcnosb3oBaTb MPOKCU-CEPBEPS.
3. B nonax «CeteBom agpec» un «[MopT» BBeaMTE agpec 1 nopTt NpoKcm-cepeepa (coobwaeTcs
aOMUHNCTPATOPOM JIOKaNbHOM ceTn). Ero Takyke MOXXHO HarTu B HAaCTpOMKax NporpamMmel

o6o3peBaTens MHTepHeT, HanpuMmep ana MS Internet Explorer Hy>KHO OTKPbITb MYHKT MEHHO

CepBuc/CsoiicTBa 6paysepa, Bknaaka «MNoaknrveHusa», Haxkatb «HacTporika ceTu» — B pasgene

«Mpokcu-cepBep» yKasaHbl aApec NPOKCU-cepBepa M HOMEpP NOpPTa, KOTOPbIE HYXXHO yKa3aTb

B HaCTpoOWMKax.

B none «Aapec>» yka3sbiBaeTcsl ceTteBoe uMAa unum IP-agpec koMmnbroTepa, Ha
KOTOpPOM ycTaHoBJieH cepBep QUIK.

4. Bbibepute MCNONb3yeMbln TUM COeAUNHEHUS:

«SOCKS5 c npeHTndmKaumen no UMeHU 1 Napos» — ecn NPoKCcu-cepeep
noanaepyxusaet npotokon SOCKSS5, n Tpebyetca naeHTUdUKaumMa nonb3osaTtens. B atom
cnyyae nMs 1 Naponb Ang goctyna B UHTepHeT 6yaeT 3anpalinBaTbCs 419 BBOAA
noJsib30BaTeNIeM BPYYHYH, €C/IM BbI6GPaHO yCca0BMeE «3arnpawmBaTtb UMS UK Naposib B
npouecce COegMHEHUS», IMBO OHU BYAYT COXPaHEHbI B hann HaCTPOEK CUCTEMbI, eC/TU
BbIOpaHO ycnoBue «HmtaTb UMS M Naposb U3 dania HaCTPOMKU».

«SOCKS5 6e3 npeHTndumnkaumum nonb3oBaTtensa» — eCnm NPoKCcu-cepeep nogaepxmeaeTt
npotokon SOCKS5 n noeHtndukaums nonb3oBatens He TpebyeTcs.
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__ «CONNECT yepe3 HTTP nopT npokcu-cepsepa» — ecnu npotokon SOCKS5
He noaaep>XUBaeTcs cepBepoM, HO BO3MOXHO MCMOb30BaHUE KOMaHAbl MPOTOKONa
CONNECT. Hmxe npuBeneHbl NnpuMepbl HACTPOMKU A5 NPOKCU-CEPBEPOB,
NPOTECTUPOBAHHbIX HA BO3MOXHOCTb paboTbl ¢ QUIK:

Squid proxy (TpebyeTcs LONOAHUTENbHAA HACTPOIKa),
MS Proxy (TpebyeTcsa A0NONHUTENIbHAag HaCTPOMKa),

WinGate (HacTpoiKa He TpebyeTtcs).

_ «CONNECT uepe3 HTTP nopT € naeHTMdpuKaumen no UMeHu 1 napoat» — ecaiv NpoToOKON
SOCKSS5 He nopaepxmBaeTcsl CepBepoM, HO BO3MOXHO UCMOSIb30BaHUE KOMaHAbI
npotokosa CONNECT, n Tpebyetcs naeHtudmkauma nonb3osatens. Mma u naponb gns
[ocTyna B MIHTepHeT 6yaeT 3anpalwmBaTbCs 419 BBOAA NOJ/b30BaTE/IEM BPYUHYIO, €C/N
BbI6GpaHO ycnoBume «3anpawmBaTtb UMS UK NApO/b B Npouecce coeauHeHUs», TIM60 oHu
OyayT coxXxpaHeHbl B hann HaCTpOeK CUCTEMBI, eCn BbIBpaHO ycnosue «4utatb nmsa
M Naponb U3 dansa HaCTPOMKM».,

UHdbopmMmauma gna agMUHUCTPATOpa JIOKaJIbHOM CeTU Mo HaCcTpolkKe NpPoKCU-cepBepa
Heob6xoaumo BkaouuTb nopT QUIK (HoMep nopTta coobuwaeTtcsd agMuUHMUCTpaTopoM cepeepa QUIK)

B CMUCOK NOPTOB, Yepe3 KOTOPble pa3peLlleHo yCTaHoBeHue SSL-coegnHeHuns.

1. Hactpowku ansa Squid Proxy

B danne squid.conf (06b1uHO 3TO /usr/local/squid/etc/squid.conf) gomkHbl 6bITb Cnegyowme
CTPOKM:

BknroyeHune 200 (HanpuMep) nopTa B CNUCOK SLL-nopTOB:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200

PaspewunTtb ncnonbzosatb Meton CONNECT npu obpalweHumn Ha onpenenéHHble Bbile
SSL-nopTbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports

2. HacTtporikn gna MSProxy

Heob6xoauMo € noMoLlblo NporpamMmbl Regedit U3MEHUTb Ha KOMMNbKOTEPE C YCTAHOBNEHHbIM
MSProxy oauH 13 knro4yen B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListMe

mbers
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B cnmncok noptoB Heo6xo0aAMMO A06aBUTb UCNOAb3yeMbln NOPT (Hanpumep, 200). Ecam BkatoveH

KOHTPOJb JOCTYNa ANna cepeuca «Web Proxy», To 419 NpOTOKO/a «Secure» HY>XHO 406aBUTb Fpynny

«Everyone». B XypHanax cepBmca 3Tm CoeaAnHeHUs ByayT perMcTpupoBaThCs Kak OT Mo/ib30BaTens

«anonymous».

1.10 YcTaHOB/IeHue coeauHeHUA C cepBepoM

1. HaxmuTe KHOMKY ™ Ha NaHenn MHCTPYMEHTOB 60 BbiGepUTe NYHKT MeHo CucTeMa/YCTaHOBUTb

coeaMHeHue.... TakKe MOXKXHO MCMONb30BaTh KOMBUHALMIO KnaBuil «Ctrin+«Q».

2. [pu Mcnonb3oBaHUK KpunTonpoBaiaepa MP ¢ XpaHEHMEM CEKPETHOTO K/loua B HEU3BIEKAEMOW

namMsaT BCTaBbTe KOYEBOW HOoCcuTenb. CoegmnHeHme ¢ cepeepoM yCTaHOBUTCA aBTOMAaTUYeCKN.

3. Mpu ncnonbzoBaHmm KpuntonposaraepoB Qrypto32, MP nnm OpenSSL (co cxemoit

ayTEHTl/ICbMKaLI,MM «B JOMEHE Mo MEHUN U NapOoO» NN «KMO UMEHU U napomo») HacTpounTe

napaMeTpbl cCOeanMHEHNA B OKHE «VI,EI,GHTMCDMK&LI,MFI nonb3oBaTena»:

MaeHTMBMKaLMA NONE30EATENA

KRISS [192,168.37.171:9500] ~

| WrA NOAEZ0EATENA |

| naponk

] 2anomHmTE MMa Exog OTHeHa

Bboibepute Tpebyemoe coeanHeHune. PekoMeHgaumm no Bbi6opy NpeanovYTUTenbHOro
CoeAUHEHUSA MOXHO NONyuYnUTb Y aAMUHUCTPaTopa cepBepa cuctemol QUIK.

MocTtagnaemMas B AUCTpUBYTUBE KOHDUIYpaLMa NporpaMmMbl COAEPXKUT onpeneneHHbIn
CMMUCOK HACTPOEHHbIX coeanHeHun. NMpm HeobXoaMMOCTM MOXHO A06aBNATL/YOANATb
coeguHeHUs NMb0 U3MEHATb UX HACTPOMKK (CM. . 1.9).

Beegute nmMsa nonb3oBaTens (lLogin), ykazaHHOe Npu perncrpauum Karyda, n naponb
K HeMmy. lNMpu BBOAE OBOpalanTe BHUMaHME Ha NPaBUIbLHOCTb BbIBOpa perucrpa
KnasuaTtypbl U g3blka. Maponb MOXeT 6bITb USMEHEH, NoapobHee cM. B n. 1.10.1.

Ecnun Bkato4veH NMPpU3HaK «3anOMHUTb UMS», TO npu cnenoywweM OTKpbiTUun amanora none
«MMa nosb3oBaTeng» aBToMaTU4eCcku 3anoJIHUTCA NpenblayuM BBEeAEHHbIM 3HAYEHUEM.

3HauyeHMe nonsa «MMa nonb3oBaTesNs>» 3aNOMUHAETCH NPU HaXaTum
KHONKU «Bxopn>.

Haxmute «Bxoa». B cnyvyae ycnewHoro coeauHeHMs Ha aKpaHe nosiBuTCca cooblieHune
cuctembl «CoegmHeHUEe yCcTaHOBNEHO». O BO3MOXHbIX OWMBKax CcM. [punoxeHune 1
«CoobueHnsa 06 owmnbKaxs.

4. [Npu ncnonbsoBaHuMu Kpuntonposanaepa MultiPurpose nnm OpenSSL (co cxemom

ayTeHTUdMKaumMm «no ceptTnukaTy nosab3oBaTens») HacTpouTe NnapamMeTpbl COEOUHEHNS B OKHE

«YCTaHOBKa CETEBOro COegUHEHUA»:
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WupoeaTe gaHHER © nomMowemn CE3H:

¥CTaHOBKAE CETEBOTC COELUHEHWA >

D-TEST [192.161.26.12:15000] ~

| OpenSSL_Provider

Henonesoeare HacTpoBkK Uz daiina:

| D:\Front_140penSSL_Pr.ini | BT

Beon DOTmeHa LCrpaera

MocTaBngemasn B AUCTPUOYTUBE KOHOUTYpaLMsa NMPOrpaMMbl COAEPXKUT OonpeaeneHHbIn
CMUCOK HAaCTPOEHHbIX coeanHEHUN. [Ipy HEOBXOAMMOCTM MOXHO A06aBNATL/YAANATb
coeguHeHUsa NMb0 N3MEHATb UX HAaCTPOMKK (CM. M. 1.9).

BbiGepute TpebyemMoe coegMHeHUE. PEKOMeHAALMN NO BbIGOPY NPeANOUTUTENILHOTO
COEANHEHUS MOXKHO MONYYUTb Y aAMUHUCTpaTopa cepeepa cucteMbl QUIK.

HanmMeHoBaHMe KpunTonpoBanaepa (CMCTeMbl KpUNTOrpaPuUyeckom 3aLmThl
MHOopMauun), MCNONb3YyeMOro Npu WndpoBaHuU, NponucaHo B none «WudpoBaTtb

AaHHble ¢ noMouwbio CK3U». B none «Mcnonb3oBaTb HACTPOMKM M3 paina» yKaxute nyTb
M HauMeHoOBaHMe daKaa HaCcTpoeK AaHHOro KpunTtonposanaepa nMbo Boibepute dann

C NMOMOLWbH KHOMKU «K...».

YTOObI OTKNIOUYUTBLCS OT cepBepa, HAOXXMUTE KHOMKY & Ha NMaHean MHCTPYMEHTOB nmnoéo Bbl6€pl/ITe

Haxmute «BBoax». B cnyyae ycnewHoro coeAuHeHUs Ha 3KpaHe nosBuUTca cooblleHmne
cuctembl «CoegmHeHUe yCcTaHOBNEHO». O BO3MOXHbIX OWMBKax CM. [punoxeHune 1
«CoobueHnsa 06 owmnbKax».

NYHKT MeHo Cuctema/PasopBaTb COeAUHEHMUE.... TaKXKe MOXXHO MCNOMb30BaTb KOMOMHALMIO KNaBuLL

KAlt»+«Q».

1.10.1 N3MeHeHUne naponsa

dvanor nameHeHusa napons oTKpbiBaeTCs:

Mpu BbIGOPE NyHKTa MeHo CepBUCbI/UU3MEHUTb Naposb. [TyHKT MEHI0 A4OCTyneH npu

yCTaHOBJIEHHOM coeauHeHun ¢ cepeepoM QUIK, ecnm ncnonbsyetca kpuntonposangep MP nnm

OpenSSL co cxeMor ayTeEHTUPUKALUUN «MTO UMEHU U MAPONIO».

Mo ncrevyeHun Cpoka AeNCTBUS Napons, NMbo ecnm Ha cepBepe B HACTPOMKaxX NONb30BaTeNS

BKJIFOUYEH MpU3HaK «Tpe6GoBaTb CMEHbI NAPOs Npu CleaylowWweM BXxoae», Nocse BBoAA TEKYLLETO

MMEHW NoNb30BaTeNAa U Napons.

PykoBoacTBO nonb3oBaTtena QUIK,
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ViasmeHernwe napoan 'Y

UserO2

O'HN

B ananore «MamMeHeHMe naponsa» He06Xo0AMMO yKasaTb 3HAYEHUS CleayrLmnx napamMeTpos:

«Mnapoib» — TEKyU.I,l/IVI napoJib NOJ1Ib30BaTENA;
«HOBbI NapoJib» — HOBbIXA NAapOJib NONb30BaTeNs;

«NOATBEPKAEHME MAapOnsA» — NOBTOPHbIM BBOA HOBOroO Naposia 4S9 NOATBEPXKAEHUS.
CMeHa TeKYILLEro napofia Ha HOBbIM MPOU3BOAUTCA MPU HAXKATUU KHOMKKN «M3MEHUTb.

BAXKHO! Npu Ha)>xaTUu Ha KHOMNKY « A3MeHUTb> BbINOJIHAETCA aBTOMaTU4eckKkoe
nepenoakntoyeHue k cepsepy QUIK.

1.11 MOHUTOPUHI COCTOSSHUA coeaguHEeHUSA

KOHTpO/b CBA3M C CEPBEPOM OCYLLECTBAAETCA HECKOJIbKMMM crnocob6aMu:

1. MHauMKaTop COCTOSIHMS COeAUHEHUS C CEpBEPOM PACMOJIOXKEH B MPaBOM Yy CTPOKU COCTOSHUS.
OTo6paxkaeT AaTy TOpPros., AaHHbIE MO KOTOPbIM NpUHUMatoTCS ¢ cepepa QUIK (Hanpumep,
npegbioylwimne Toprm MoryT ObITb 3arpy>keHbl C cepBepa yTpoM cieayrouiero gHs). OTcyTcTeme oatbl B
MHOMKATOpe O3Ha4YaeT OTCYTCTBUE NPUHSATbIX AaHHbIX. LIBET MHAMKATOpa CMMBONM3UPYET COCTOSHME

coeanHeHuU4:

3eneHbin - coegMHeHne yCTaHOBEHO, AaHHble OOHOBNAOTCS.

XenTbii — COeAUHEHME HE YCTAaHOB/IEHO, AaHHbIe HE 0BHOBNAOTCA (YKa3aHa AaTta
nocnenHero 06HOBNEHUS AAHHbIX).

2. UHdopMaLUOHHOE OKHO OTOBpaXKaeT NoJiHbI Habop CTaTUCTUUECKUX NapaMeTPOB ANa KOHTpons
33 COCTOSIHUEM COEAMHEHUS C CEPBEPOM. HacTpoiika OKHA OCYLLECTBASIETCS U3 NMYHKTA MEHHO

Cuctema/O nporpamme/UHpopMaLMOHHOE OKHO....

o MH$opMaunoHHoOE OKHD EI@
Bepcua nporpammel 6.4.0.115
Bperma nocnenHel sanuou 11:09:13
OTCcTEEWaA 2AMMCE 176720
OnucaHue cepeepa WHgopMayHoHHo-Toproeas cuctema QUIK
OpraHuyzauma 3A0 "TectHuBecT"'
TekylWee BpeMa 14:10:05
I
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Mons MHPOpPMaLMUOHHOIO OKHa

Mone

HasHaueHue

Bepcus nporpammel

MNMopsiAKOBbIM HOMEP BEPCUM MPOrpamMMbl

[aTta Topros

[aTta npoBefeHNsl TOPro., MO COCTOSIHMIO Ha KOTOPYHO MOJIyY€EHbI AaHHbIE

Bpems cepBepa

Bpems nocnenHero o6HoBNeHMs Tabnuubl «Tekywue Toprus. @opmat

onpeaenseTcs HACTPOMKaMKU onepauuoHHON CUCTEMDI

Bpemsi nocnenHen 3anucu

BpeMsa nonyyeHus c cepeepa nocaegHen sanncu (Mopumnm gaHHbIX).

CDOpMaT onpenensgeTcd HaCTpomMkKamMu onepaumoHHOM CUCTEMDI

Ymncno 3anucen

YmMcno NnonyyeHHbIX C cepBepa 3anmcen

MocnepHaq 3anuchb

Homep nocnepHen nony4yeHHoOM 3anmcu

OTcTaBwas 3anmcb

Homep nocnepgHen nonyvyeHHOMW oTcTaBLwen 3anucu (nocsie o6pbIBOB

CBS3M MPOUCXOAUT BOCCTAHOBNEHME NPONYLWEHHbIX AAaHHbIX)

CoegnHeHune

CocToaHUSA: YCTaHOBNEHO/pa3opBaHO

IP-agpec cepsepa

Aapec cepsepa QUIK B cet UHTepHeT

IP-nopT cepBepa

Homep nopTta ang gocrtyna K cepsepy QUIK

OnuncaHne coegmMHEHNSs C CepBepoM

OnucaHne coegmHeHuns B Cnucke AOCTYMHbIX COeaNHEHUN

OnucaHune cepBepa

Nmsa cepeepa

Monb3oBaTtenb

MMs nonb3oBaTens (ykasblBaeTcs Npu perucTpaumm AocTyna)

OpraHusauug

OpraHusauusd nosb3oBaTensd (yKa3blBaeTcsd Npu perncrpauum AocTyna)

Tekyuiee Bpems

BpeMs Ha koMnbloTepe nonb3oBaTens. dopmat onpeaensercs

HaCTporKaMum onepaumMOHHOM CUCTEMDI

Bpemsa Ha cB43m

MpoAoHKUTENBHOCTL CEaHCa CBA3M C cepeepoM. dopMaT onpeaensaercs

HaCTporKkamMu onepaumoOHHOM CUCTEMDI

* UpeHTndukaTop ceccum

YHUKaNbHbIW naeHTUdUKaATOp ceccmu

* Kopg, nonb3oBartens

Kopg nonb3oBatens Ha cepsepe QUIK

* 3aHATO NaMaTn

3apesepBMpPOBaHO, HE UCMOMb3yeTCA

*MepenaHo cOOBLWEHMM

Konnuectso nepenaHHbIX 3anucemn

*MNepenaHo Bcero 6anT

O6wuin 06BLEM ncxoaawero Tpadumka 3a CeaHc CBA3U

*MepenaHo NonesHbiX 6anT

Mone3HbI 06beM ncxogalLero Tpadurka 3a ceaHc CBS3MU

*NepenaHo 3a cekyHAy

O6beM gaHHbIX B 6arTax, nepeaaHHbIi 3a NOCNeAHI0 CeKyHOY

PykoBoacTBO nonb3oBaTtena QUIK,
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Mone

HasHaueHue

* MpUHATO cooBLWeHUM

KonnuectBo nNpuHATbIX 3anucen

* MpUHATO NONe3HbIX 6anT

MonesHbIn 06bEM BXOAALWEro TpadumKka 3a CeaHC CBA3MU

* MpuHATO BCEro 6ant

06wuin 06bLEM BXoAALLErO TpadumKa 3a CEAHC CBA3U

* MpUHATO 3a CeKyHay

0O6beM gaHHbIX B HariTax, MPUHATLIN 32 NOCAEAHIO CEKYHAOY

* CpeaHAaa cCKopocTb nepeaayn

O6bem nepenaHHblIX OAaHHbIX B 6ariTax, pa3feneHHbIr Ha BpeMs Ha

CBA3U, B CEKYHAAX

* CpefiHag CKOPOCTb NpuemMa

0O6beMm NPUHATbBIX OAHHbIX B 6ariTax, pa3feneHHbIr Ha BpeMs Ha CBA3U
B CEeKyHOax

** BpeMg nocnegHemn npoBepku

CBA3U

Bpemsa nocneaHero BbiNOMHEHUSA 3aMepa 3a4EPXKKU AaHHbIX KOMaHA0M

PING. ®opmaT onpenensercs HaCTpoMKaMm onepaunvoHHOM CUCTEMDI

** 3afepKKa AaHHbIX Npu obmeHe

C cepeepoM

MocnenHee nonyvyeHHoOE 3HaYeHME 3a4ePXKKN AaHHbIX, B CEKYHAAX

** CpeaHasa 3agepXkKa aHHbIX

CpeaHsaa BennuMHa 3a4ep>kKKu AaHHbIX 33 BPEMSA TEKYLLLEro ceaHca CBa3u,
B CeKyHaax

** BpeMsl MaKCMMaNbHOM 3a0epXXKuU

BpeMs nosiBneHnss MakCMManbHOM 3a0ePXXKU JaHHbIX B TEKYLLEM CeaHce
CBA3U

** MaKCMMalbHas 3a4epXKa AaHHbIX

MakcuManbHasg BennymHa 3a4epXXku B TEKYLLEM CeaHce CBS3N,

B CeKyHOax

* KoHBepTauus CMMBONOB

[Mpr3HaK KOHBEpPTaUUM AAaHHbIX, NoNydYaeMbix € cepsepa QUIK m3
KoaupoBkn CP866 B koanpoBKy CP1251 BO3MOXHbIe 3HAYEHUS:

«da»;
«HeTt»

* — pacWwWmMpeHHbI Habop AaHHbIX

** — mapaMeTpbl NPOBEPKU CBA3M C CEPBEPOM, CM. . 1.9.1

-
- =

3. UHpukatop «Moe3ny» oS

CneBa Ha naHenu MHCTPYMEHTOB 0T06pa>Kaech AaHUMALMOHHbIN MHOWKATOP B BUAe ABUXKYLLEerocs

noesga. [isuxkeHmne noesga o3HayvaeT NoCTyrn/eHue gaHHbIX € cepBepa. Ecnm noesn cTomT, 3HauuT,

HOBbl€ OaHHblIE€ HE NOCTYNakT, BO3MOXXHa npo6neMa CBA3M C cepBepoM. Ecnu coeauHeHune

He YCTaHOBJ/IEHO, TO MOE3[ Ha KApPTUHKE OTCYTCTBYET.

PykoBoacTBO nonb3oBaTtena QUIK,
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1.12 Bepcun KOMNOHEHTOB M MNJIarMHOB

MeHio Cucrtema/O nporpamme/KOMMNOHEHTDI...

1.12.1 HasHaueHue

B ovanore cogepXutca nHopMaums 0 KOMMNOHEHTaxX M niaarnmHax l/ICI'IOJ'Ib3yeMOI7I Bepcunmn

nporpamMmsi.

1.12.2 dopmMmat Tabnuubl

Kaxkgas ctpoka Tabnumubl COOTBETCTBYET OTAENbHOMY KOMMNOHEHTY/NNaruHy. B ctonbuax tabanuybl

oTo6paxaloTcs cneayolme napameTpbl:

Ha3sBaHue nons

3HauyeHue

CocTosiHue

CocTosiHMe KOMMOHeHTa/nnarnHa. BosMo)kHble 3HaYeHus:

«3arpy>eH» — BKJIOYEH NOSb30BaTeNEM, 3arpy>XeH TEpMUHANOM U
paboTaeT;

«BbIKIOYEH» — He 3arpyykaeTcs TepMUHANOM, TaK KaK BbIKIOYEH
nonb3oBaresieMm;

«OTKas» — BK/IKOYEH MOAb30BaTeENEM, HO NPU 3arpy3ke TepMUHANOM

npousowna owmnbkKa (HanpuMep, KOHYUINCh NLEH3UN HA CEPBEpPE), U B

TEeKYLWMI i MOMEHT OH He paboTaeT

Ha3BaHMe KOMMOHEHTA

Ha3BaHue KOMNOHeHTa/nnarnmHa

Bepcua

Bepcua KOMMNoHeHTa/nnaruHa

Bepcuu KOMNOHEHTOB M MAArMHOS &]
CocToaHme HazpaHne komnoHeHTa Bepcua
Jarpyxed Dde2Excel_Pr.dll 10,42
JarpyseH info.exe 7.1.0.205
JarpyeH it 2.0.0.2
Jarpyser lang_res.dll 710,205
Jarpyxer QChart.dll 9.2.0.23
Jarpysxer Qctrls.dll 1.4.0.40
Jarpysed QHotkey.dll 1023
Jarpywed QHtmilRep.dll 1201
Jarpyser QList.dll 27,038
Jarpyser Qhdargin,dll 30,412
Jarpysxer QPile.dll 5.0.4.92
Sarpyxer Qrypto3l.dil 5.0.L4
SarpyseH Qrypto3?_Prdll 4.0.18
JarpyseH SecProwdll 4111
Jarpyser avt_de.dll 12.0.2.6
Jarpysxer wit_dtep.dll 12.0.2.46

V| Jarpyxen qlua.dil 23303
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C noMouwbto pnaxkka B KOJIOHKe «COCTOsIHME» NOJIb30BaTelb MOXKET BKIKUYUTL UM OTKIHOYNUTD
Mcnosib3oBaHWe onpeaeneHHoro naarnHa. NMpu oTKAKYeHUM NNarmHa ero MeHto yaansaeTcs, a OKHa

3aKpbIBAaKOTCA U HE BOCCTAaHAaB/IMBAOTCA aBTOMAaTUYECKK NpU nocneayrweM BKAKNYEHNN.

1.13 O6HOBNEeHMe BepCcumn nporpaMmmbil

1.13.1 ABTOMaTnyeckoe o6HoB/IeHHue

Cucrtema QUIK MMeeT BCTPOEHHbIN MEXaHU3M aBTOMAaTUYeCKOro OOHOBNEHUS BepCcuUn nporpamMmol.
Mpu coeanMHeHUKM NporpamMmbl KIIMEHTa C CepBepoOM CUCTEMbI MPOU3BOAUTCS CBEpPKa MO,EI,yJ'IEVI
MporpamMmMmbl N UX BEPCUN HA KOMMbOTEPE KJIMEHTA C 3TaJIOHHOM KOHd)MprEILLMEVI, pa3MeLleHHOM

Ha cepsepe.

Mpu o6HapyXeHUn Ha cepBepe HOBbIX MOAY/ei NporpamMma npeaaraet NPou3BeCcTn Ux Npuem
M YCTAHOBKY. TakuM 06pa3oM, ang o6HOBNEHMUS NMPOrpamMMbl HET HEO6X0AMMOCTU YCTAaHABAMBATb
3aHOBO NpOrpamMMy 13 AUCTPUBYTMBA, AOCTATOYHO MNOJyYMTb OGHOBNEHHbIE MOAY/IM U NMO3BOJIUTb

cucteme QUIK ycTtaHOBUTbL UX. 115 3TOro Ha)XMuTe KHOMKY «[NpuUHATb ansblix».

Mocne 3arpy3kmn annoB Ha KOMMbIOTEP K/IMEHTA Ha 3KpaHe NoABUTCA NPeasioKeHUE Nepe3anycTutb
nporpamMmy, UtTobbl 3anncaTb HOBbIE (palinbl B3aMeH NpexHUX. HaxxMute KHonky «dax». Mocne
06HOBNEHMS NMpOorpaMMa NpeasioxXnT BOCCTAHOBUTb COEAMHEHME C CEPBEPOM M CHOBA roToBa

K paboTe.

I Ana o6HOBNEHMA NporpaMMbl Nepesarpyska KOMNbloTepa He TpebyeTcs.

BO3MOXXHOCTb aBTOMATUYECKOro O6HOBJIEHNS BEPCUU NPOrpaMMbl MOXKET BbITb OTKOYEHA. 15 3TOro
BblGepuTe NYHKT MeHto CucteMa/HacTpoiikn/OCHOBHbIE HACTPOMKMU..., pasaen «fporpamMma», CHUMUTE

dna>kok «OBHOBNATL BEPCUIO MPOrpaMMmbli».

1.13.2 3anyck o6HOBJ/IEHUSA BPYYHYIO

OGHOBNEHME BEPCUMN MPOrPaMMbl MOXKHO 3aMyCTUTb BPYYHYHO, BbIGPAB MYHKT MEHI0

Cuctema/0O nporpamme/lMpoBepuTb OGHOBNEHUE NPOrpaMMmbl.

1.14 NMonyyeHune cpannos

MexaHn3M OGHOBNIEHMS BEPCUU NMPOrPaMMbl MOXKET BbITb MCNOb30BAH A9 Nepenaym
OT aAMUHUCTPATOPA CUCTEMbI €€ MOJIb30BATENAM Pa3nYHbIX PanioB. [ 3TOro B MEHIO MPOrpamMMmbl

Cucrema/MonyvyeHme ¢pamnoBs... NpeayCMOTPEHbI CneuvasnbHble Gpannosbie ob6nacTu.
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£ MonyyeHue daitnos l\ﬁ

Daiinoeas obnacte

) lndnas ) KomnaHu ) Ofiyas ) Mporpamma J OfHoeuTe |

Mma daiina Pasmep [Monydeno Hosad sepcna Tekywad sepcua CocTosHue

Beero 3 taiinos 10666291 BawT

Brigenuts Bce

BelaeneHo 0 daiinoe 0 Bair CHATE BblgeneHWe
Tekywmid daiin Becero
MpuHaTo BaiiT %%
BanT CropocTe BaiT/c

%
Bpemenu 3aTpadeHo

MpHATE DAkt l Bpemenu octanoce

MpekpaTTe NpKem ‘ 3akpbITh ‘ Cnpaska

1.14.1 HasHauyeHue daitnoBbix obnacrei

«JlnyHasa» - Ang pasMelweHnsa 4OKYMEHTOB U pannos, NpeaHa3HauYeHHbIX TONIbKO AaHHOMY
Nnonb3oBaTeNko (Hanpmumep, oTyeTbl 6pokepa). MpuHATbIe dannbl HaKanNnJIMBaKTCA B Nanke
FILES\PRIVATE pa6ouein gnupekrtopuun QUIK.

«KoMnaHum» — gns pasMeLleHns LOKYMEHTOB M (aiinoB, NpegHa3zHauyeHHbIX 415 COTPYAHUKOB

KoMnaHuu. MpuHatble dannbl HakanameatotTca B nanke FILES\COMPANY pabouyen anpekTopum
QUIK.

«O6bwasa» — gng pasMelweHnsa Gannos N LOKYMEHTOB 06LEro noib3oBaHMS, TAKUX KakK pernaMmeHT
OKasaHug ycnyr 6pokepa, Tapudbl, LOKYMeHTaumnsa K nporpamme. NpuHaTbie gannbl
HakannmBatoTcs B nanke FILES\PUBLIC pa6ouyeli gupektopumn cucrtemol QUIK.

«Mporpamma» — st OBHOBNIEHUSI BEPCUM MPOrpamMMmbl.

HaxkaTve KHONKU «OBHOBUTbL» NPUBOAUT K MOBTOPHOMY 3anpocy COCTOSAHUA pannoson obnactu.

Ucnonb3yinTe ee, eCiv OXXuaaeTe pasMeLLeHns Kakoro-nmbo danna agMMHUCTPaTOPOM.

1.14.2 HasHaueHue nonein dpannoBbix obnacreu

«MMa panna» - nma darina.

«Pa3smep» - pasmep darina B 6anTax.

«MonyyeHo» — pazMep NOAYYEHHOM YacTu danna, B banTax.
«HoBag Bepcua» — Bepcus garna Ha cepsepe.

«Tekywasa sepcua» — sepcud danna Ha KOMMbOTEPE KIIMEHTA.

«COCTOSIHME» — COCTOSIHME NpUeEMa (ECTb, HET, yCTapen, UAET NpueM, NpUHAT).
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1.14.3 Mpuem daina

YTO6bI NPUHATL (ais, HY>KHO BbIGpaTb €ro HaXxaTueM JIEBOM KHOMKKU MbIlw K. BeiBpaHHbIe dannbl
NOMeYyarTCsa KpacHbIM LBeTOoM. Nonga «Bcero» n «BoiaeneHo» MHPOPMUPYIOT O KONMYECTBE O0CTYMHbIX

M 3aKa3aHHbIX K MONYHYEHUKO OAHHbIX.

Haxxmute kKHonky «lMpuHaTb dannbl» ona nonyydyeHuns gamnos. Pasgensl «Tekywmn dann» n «Bcero»
oTO6paXkalT COCTOSHUE NpueMa AaHHbIX. [Mpouecc NnonyyeHns 3aBepluaeTcs aBToMaTU4ecky,
NO3TOMY MOXXHO 3aKPbITb 3TO OKHO Ha>XaTUEM KHOMKU «3aKpbITb». [py HEOBXOANMOCTU MOXKHO
BbI3BaTb OKHO «[lonyyeHmne hannos» U3 MEHIO0 NPOrpamMMbl U OCTAHOBUTb MPUEM HaXKaTUEM KHOMKMU

«[peKkpaTuUTb Npuem».

Mpoueaypa nonyyeHusn ¢ansos ocyuwecrBnaercs B pOHOBOM peXKMMe U He BAusieT
Ha onepaTUBHOCTb NoNyYeHusa 6uprkeBoi MHcpopMmaLumm Bo BpeMsa Topros. OaHako,
npuv pa6oTte No kaHaslaM CBAA3U C HU3KOM NMPONYCKHOW CNOCO6HOCTbLIO NpoLuecc
MOXKEeT 3aHATb A0CTaTOYHO MHOIro BpeMeHM. B Takux cnyuasix pekomeHayertcs
npom3BoAUTb NoJsilydeHue c¢ainnos nnbo nepeg Hauaaom Toproeoim ceccum, nmbo
nocsie ee OKOHYaHMUA.

AAMMHUCTPATOP CUCTEMbI MOXKET BBECTU OrpaHUYeHue Ha nepruoa BpeMeHu

B TeUeHMUe CYTOK, Korga Bo3MO>XHO nonydyeHue annos.
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NMpuno)xxeHue 1. CoobuweHnn 06 owunbkax

Owunbkmn Npm BBOgE MMEHU U Naponsn
1. «®ann c KIYaMm He HanOeH»

MporpamMme He yaanocb 06HapyXnTb Gann C KNoYaMu, ykasaHHbln B qrypto.cfg. Ecnu
K/TFOUU XPaHATCA Ha KNOYEBOM HocUTene, ybeamtech, YTO OH BCTaBNEH B KOMMbIOTEP.

Ecnu k1o4umM XpaHATCS He Ha KNYeBOM HocuTene, ybeaumtech, YTO OHU AOCTYMHbI A4
YTeHWUs No agpecy, ykazaHHoMy B pasgaene «[lporpamma» / «lndppoBaHue» NyHKTa MEHIO
nporpamMmmbl Cucrtema/HacTpoiiku/OCHOBHbIE HACTPOMKMU.... B OTKPbIBLLEMCS OKHE HYXXHO
HaXXaTb KHOMKY «HaCTpOMKM MO YMOAYAHUIO» U HANTU CTPOKM «Dainn ¢ Nny6aAnYHbIMU
Knrovamu» n «@arn ¢ ceKpeTHbIMU KtoYaMms, ECNM 3T CTPOKM He yKasaHbl, TO cMctemMa
no yMOJI4aHUIO nweT annbl ¢ KaryYamMu Ha aucke A lMyTb K panny He aonxkeH
coaepXaTb NPo6enoB N pycCKUx 6yKB. USMEHATb 3TU HAaCTPOMKU MOXHO TOJIbKO Mpu
OTCYTCTBUM coeamHeHus ¢ cepeepom QUIK.

MoBpexaeH KN4YeBon HocuTenb TM60 dann ¢ KnvyaMu. Mcnonb3oBaHUe KiK4a
HEBO3MOXHO, HEO6X0AMMO 3aHOBO CO34aTb M 3apernMcTpuUpoBaTb Ha CepBepe KoY
pocTtyna.

2. «Knwou cepsepa UM NonbL30BaTeNs He HanaeH»

B dpanne nybnmnyHbix Kno4den pubring.txk otcyTcTByeT Ny6/IMYHbIN KKOY cepBepa
C NAEHTUHUKATOPOM, YKa3aHHbIM B HAaCTPOMKax BbIBPaHHOIo CoeanHeHMS.

B dparne cekpeTHbIX KNto4yen secring.txk oTCyTCTBYET CEKPEeTHbINM KoY Nosb3oBaTens,
COOTBETCTBYIOLWMA BBEAEHHOMY VIMEHMW.

3. «Owwunbka BBOAA-BbIBOAA NPpyM 06paLlLeHmn K hanny C Kao4amMm»

Owmnbka obpalleHmns K panay c KnrovamMu. BosMOXHO, 3anpeLleH A0ocTyn K danny.

4. «YKa3aHO HeBepHoOe Mg danna C KarndamMm»

B ¢panne HacTpoek grypto.cfg ykazaHo HeBepHOoe nmsa danna.

5. «HeBepHbIV KNtOY B panne ¢ Knrvamm»

OauH 13 KNK4Yen foCcTyna, ykasaHHbIX B panne qrypto.cfg, umeeT HeBepHbIn popMaTt
nnbo nospexaeH. Heo6xoammMo co3paTb U 3aperMcTpmMpoBaTh KUK 3aHOBO.

6. HeepHblii naponb (Wrong password)

BBeneH HeBepHbIV Naposib. YO0CTOBEPLTECH, YTO NAPOJIb BBOAUTCS NPU MNPaBUJIbHOM
perucTpe u A3bike, U MOBTOPUTE BBOA.

7. «Owwunbka wndposaHusa N ...»

Mpowusowna owmnbka wudpoBaHus. NMpm nossneHUN AAHHON OWKBKM OTNpPaBbTe CHUMOK
3KpaHa (screenshot) B Cnyxby TexHuyeckom nogaep>xxkm QUIK -
guiksupport@argatech.com.
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Own6KM NpM YCTAaHOBJIEHUUN CBA3U C CEPBEPOM

1.

2.

«CoeaMHeHWE YCTAaHOBUTb HE YAaNn0Ch»

YKa3aHHble B NapaMeTpax coeauHeHua IP-agpec v nopT AOCTYMNHbI C KOMMNbIOTEPA,
Ha KOTOpOM 3anyuweHo Pabouee mecto QUIK, Ho cepBep QUIK ¢ TaknMu napamMeTpamMu
He 3anyweH. O6paTuTech K agMMHUCTpaToOpy cuctemMbl QUIK.

B 6a3e cepsepa QUIK He HanaeH nonb3oBaTesb C YKa3aHHbIM Kto4voM, Obpaturtech
K agMuHucTpatopy cuctemsl QUIK.

«Connection refused» (CoeaMHeHME OTBEPrHYTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMNHbI C KOMMNbIOTEPA,
Ha KOTOpOM 3anyuweHo Pabouee mecto QUIK, Ho cepeepomM QUIK He ob6cny>XuBaroTcs.
O6paTtuTecb K agMUHUCTpaTOpy cuctembl QUIK.

«No Route to Host» (HeT BO3MOXXHOCTM NOAKITIIOYEHUSA K CEPBEDPY)

YKasaHHble B napameTpax coeanHeHus IP-agpec 1 nopT HeQOCTYMNHbI C KOMMbIOTEPA,
Ha KOTOpOM 3anyuweHo Paboyvee mecto QUIK. O6paTtutechb K cBOEMY agMUHUCTPATOPY
ceTu ANng HaCTPOMKU coeamHeHmna c cepsepom QUIK.

«You already work in system» (Bbl y>xe paboTaeTe B cucteme)

CepBep He AoMNyCcKaeT OAHOBPEMEHHYH paboTy ABYX MO/b30BaTeNen C OANMHAKOBbLIMU
KntoYamMm goctyna. Eciv Takoe coobLeHre Nosy4yeHo npu BOCCTAHOBAEHUN COeANHEHUS
nocse o6pbiBa (Hanbonee BEPOSATHO NPU MOAEMHOM COEAUHEHUM), TO [OCTATOUHO
NMOBTOPUTb MOMbITKY YEPE3 HECKO/IbKO CEKYHA, KOraa cepBep NpekpaTtut o6paboTKy
npeAablayLwero coeanHeHms.

Ecnun cooblueHme Nosly4eHo Npu NepBoM CeaHce CBA3M C cepBepoM, o6paTutech
K aAMMHUCTPATOPY CUCTEMBI.

«License expired» (CpOK NULEH3UN UCTEK)

NcTek CpOK [encTBUSA NNLEH3UM HA NOJIb30BaHUE TepMUHaNoM cuctemsl QUIK.
O6paTutecb K agMUHUCTpaToOpy cepBepa QUIK onsg npogneHusa goctyna.

«Access locked by administrator» (JocTyn 3a61OKMpOBaH aMUHUCTPATOPOM)

Monb3oBaTenbCckas y4eTHas 3anmcb 1Mbo ip-agpec 3ab10KMPOBaHbl aAMUHUCTPATOPOM.
Ob6patutechb K agMUHUCTpaTOpy cepsepa QUIK.

«Protocol error» unu «Outdated protocol version» nnu «Incorrect protocol version» nnu

«Unsupported protocol» (HecooTBeTCTBYOLWAsa BEPCUSA NPOTOKONA)

CepBep He nogaepXxmBaet paboTy ¢ paboynM MeCcToM KaneHTa AaHHon Bepcmn. CTapble
Bepcun paboyero mecta QUIK coBMeCTUMbI C HOBbIMW BEPCUSIMU CEPBEPHOM YacCTu,
OOHAKO COBMECTMMOCTb HOBbIX BEPCUMN KIMEHTCKOro TEPMMHANA C NpeablaymmMum
BEPCUSAMU CEPBEpPA HE rapaHTUpyeTCs.

Ucnonb3yiTe aBTOMaTUUYeCckoe 06HOBJIeHUe BepCcum NporpamMmbl (MyHKT MEHIO
Cucrema/O nporpamme/lMNpoBepnTb 06HOBJSIEHME NporpaMmbl). B 3ToM cnyuae
COBMEeCTMMOCTb Bepcui obecneueHa.
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8. «Unknown provider» (HensBecCTHbIn KpunTonpoBanaep)

HacTponkun cnctemsl WN@GpOoBaHNS MPOrpaMMbl KIMEHTA HE COOTBETCTBYHOT MPUMEHSIEMbIM
Ha naHHoM cepBepe QUIK. MU3MeHUTe HaCTpOMKM B COOTBETCTBUM C peKOMeHOaunsaMu
aAMUHUCTpaTOpa cepBepa.

9. «Certificate parts corrupteds» (CepTudunkat nospexxaeH)

HeBO3MOXHO MCMOAb30BaTb AaHHbIN cepTUdMKaT NOACUCTEMBbI KpUNTOrpaduieckomn
3aWmTbl MHPOpMaumm. ObpaTmTech 3a NOMOLbIO K aAMUHUCTPATOPY cepBepa.

10.«User not found» (Monb3oBaTenb He HaMAEH)

Mpu SSL-aBTOpM3aLUMU He HaMnaeH nosb3oBaTenb. O6paTUTeCh 3@ MOMOLLbIO
K agMUHUCTpaTopy cepBepa.

11.«Error while context creation»

Owunbka B Nnpouenype ayreHTudmkaumm. Coodwmte 06 owmbke agMUHUCTPATOPY
cepBepa C yKa3aHMeM UCMNOSIb3YyEMOM CUCTEMBI KpUNTorpaduyeckom 3amTbl
UHopMaLmn.

Owunbku npm paborte c nporpaMmMomn
1. «Connection timed out» (CoeanHeHne pa3opBaHO)

CoenvHeHWe NpepBaHO M3-3a MNJIOXOro KavyecTsBa CBSA3M. YCTaHOBMKTE CBA3b CHOBA. Ecnum
pa3pbiBbl CBA3M C/Iy4atOTCS YaCTo, MPOKOHCYNALTUPYNTECH C aAMUHUCTPATOPOM CepBepa
QUIK Hac4yeT npaBUAbLHOCTM HAaCTPOEK CMCTEMbI M BbIGOpa nposanaepa.

2. «Connection reset by peer» (MoTepsaHO coegMHEHME C CEPBEPOM)

CoegunHeHuve c cepeepoM noTepsHo. MNMonbiTanTeCb YyCTAHOBUTbL CBA3b CHOBA.
Mpoun3oLwno aBToMaTM4YeCckoe OTK/KYEeHUe nosib3oBaTesnen N0 OKOHYaHUKM TOPros.

3. «HeBO3MOXXHO 3anMmMcaTb HAaCTPOWKKM coeanHeHMs B Gann HaCTpoeK <nyTb K dpanny>info.ini»

®ann nmeet atpubyT «TONBKO ANS uTeHUs». Y6epute 3TOT atpubyT y danna.

Monb3oBaTeNb HE MMEET NMpaBa Ha 3anucb B AUPEKTOPULIO, TAE YCTAHOBJIEHA NpPOrpaMma.
MonpocuTe CUCTEMHOIO aAMUHUCTPATOpPa Pa3peLLMTb 3aMUCb B YKa3aHHYI OUPEKTOPUIO.

dann 3aHAT opyron nporpamMmon. Yoeautecb, 4to ganmn info.ini He OTKpbIT B KAKOM-Nnbo
nporpamme, HanpuMep, TEKCTOBOM peaakTope.

4. TllporpamMMma 3anyckaeTcs, HO 3aTeM BblaaeT OWKnBKY U NnpekpawaeTt paboTy

Mpou3owno HapyLlweHne LesoCTHOCTU NPUHATLIX AaHHbIX. HeobxoamMo yaanutb dann
info.log u3s gupekTopumn c yctaHoBneHHomn cuctemonr QUIK n 3anyctuTb nporpaMmmy
3aHOBO.
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Mpou3oLwno HeKOppeKTHOE 0OHOBNEHUE BEPCUM NporpaMMbl. Heobxoammo
BOCCTAHOBUTbL Npeaplayliee cocTosHUe cuctemsl. B pabouen aupektopun cuctemsl QUIK
Hanaute anpekToputo «<BACKUP». B Hen pacnonoXxeHbl nogaupekTopumn ¢ UMeHaMu
dopmaTta <AAMMITIT>, roe <44> - uncno, <MM> - mMecsau, a <[TTT> - rog gatol
o6HOBNEHMUS. BbiGepute oUpeKTopuio € aTom nocneaHero o6HOBAEHUS U CKONUpYHTe
BCe (pannbl U3 Hee B pabouyto aupekToputo QUIK, nocne yero 3anyctute nporpaMmmy
3aHOBO.

Mpowusowen c6on B paboTe cucteMbl. O6paTUTECh K aAMUHUCTPaTOpPy cncteMbl QUIK.
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NMpunoxxeHue 2. NpuMmep nonyuyeHus ceprtudpumkara
yepe3s web-nHrtepdenc yaocrosepatouiero 4eHTpa

1. OtkpownTe Internet Explorer (koppekTHaa paboTa no nonyyvyeHuto ceptTudukaTa rapaHTUpoBaHa
TONIbKO B J@HHOM Gpay3epe).
2. BcTaBbTe B CTPOKY aapeca CCblKy, MONyYeHHY OT 6pokepa. B oTKpbiBLLIEMCS OKHe ans Bbibopa

3a4a4 OTMEeTbTe raJloMKaMum 3HavyeHnd, yKadaHHble Ha CKPUHLLOTax:

O e e ———— .k e R e
oo 8 e e vteed 0+ 0% § 8 Mhariat Dot Sonninc

Madve py o T T g [— |

You use this web sdte to request a certificate for your wed browser, e-maid chent, or other secure program. Once you acquire a certificate, you will be able
1o securely identify yourself to other pecple over the web, sign your e-mail messages. encryp! your e-mail messages, and more depending upen the type of
centificate you request,

Select a task:
* Retrieve the CA certificate or certificate revocation list
Reques! a cerlificate
Check on a pending certificate

R

e — — - — o — [ PN Do AT O - )
G [ e —— B+ 8% | 2 theroonh Cenfme Serves * |
[ o [nt Hous Zase | [F] Papisarpus =

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA caaification path to alow your computer to trust certificates issued from this certification authority.

It is not necessary to manually nstali the CA certfication path if you request and install a certificate from this certification authonty, because the CA
certification path wil be installed for you automaticaly

Choose file to download:
CA Certificate: SRRSO

Base 84 encoded

Download CA centificate
Download CA cenication path
Downlead latest certficate revocation fist
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Obwme |Cocras l MyTs cepmd)waw|

L.“ . Ceepenns o ceprmpukare |

3roT ceprwhHKaT npeaHasHavaeTca ana:

* Bce NOAMTUKM Bblaaqm
I * BCe NOAMTUKK NPUMEHEHNS !

I KoMy Bifjan:  VBer TestCA
| Kem Boigan: VBer Test CA

Aeiicteutened ¢ 26, 11. 2012 no 27. 11, 2014

IYCrauoam'b CEPTUDMKET... ] 3a3ABNEHNE NOCTSBULAKE |

MoapobHee o tepTudiKkaTax

o ]|

YcTaHoBuUTE cepTUdUKAT yAOCTOBEPSIOLLErO LEeHTpa C MOMOLLBbID MacTepa UMnopTa

cepTnduKaToB, BbiI6paB xpaHunuuie «[oBepeHHbIe KOPHEBbIE LIEHTPbI CEPTUDUKALINM».

CepTuduKaT yooCTOBEPSAIOLWErO LEHTPA YCTaHOB/EH. [lanee yCTaHOBUTE CepTUdMKAT KIMEeHTa:

== [ e
P call@some et tenen < ]

¥ Halw e My Ades r_?‘-nm.

| You use this web site 10 request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you wikl be able
| to securely identify yourself to other pecple over the web, sign your e-mal messages, encrypt your e-mai messages, and more depending upon the type of
1 certificate you request.

Select a task:
Retriove the CA certificate or certificate rovacation ist
| * Reguest & certifcate
i Check on a pending certficate
1
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OTMeTbTe rasioykaMm 3Ha4YEeHMS, YKa3aHHble Ha CKPUHLIOTaX:

- .
Q:‘ L i e i —— —yve __ Emmmm— o | | |

b 95] 9 Mhirosctt Cottims Svvim

Choose Request Type

Please select the type of request you would ike 1o make:

User cortificate request:

a‘- | @ v pc-e el ot wt ot e :

A :'IGW(mm~u
X Vawbve | a st b fane | ] g «

u Werosah

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the folowing methods. Note that the policy of the certification authonty
(CA) wil determine the certificates that you can obtan,

Submit a certificale request to ths CA using a form.
|+ Submit a centificate request using a basebd encoded PKCS #10 file or a renawal request using a base8d encoded PKCS 27 fie.

Request a certificate for & smart card on behalf of another user using the Smart Card Enrolimant Station.
You mst have an aovodimend sgent cosdficals 1o submt o rgues’ £y anolber user
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Submit A Saved Request

Paste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an extemal appication (such as a web server) into the
reguest field 1o submit the request 1o the certfication authontty (CA)

Swved Request.

Baseds Envoded
Cenncate Requast
{PRCS #10 = #7)

Biowse tora the to insert

Additional Attributes

Asnibutes

.

Swtwn> |

B 0aHHOM OKHe Ha)KMUTe KHOMKY Browse 1 yKkaxuTe nyTb K ChOpMMPOBaHHOMY 3amnpocy
Ha cepTuduKart. B cnyyae ecnv 6paysep coobuiaeT o HeAoMyCTUMOCTU NOAO6HOro AENCTBUS M3-3a
COOBpaXKeHUI NONUTUKM 6830MacHOCTH, TO codepkuMoe daiina 3anpoca Ha cepTUdOUKAT MOXKHO

MPOCTO CKOMMPOBaTb B COOTBETCTBYHOLLYO (OpMY:

T Py =]

X Ybew | o ot N B —

Mitrosoft Contficain Services

Submit A Saved Request

Paste a baseS4 encoded PKCS 210 certficate request or PKCS 27 renewal request generated by an extenal appication (such as a web server} nto the
reques! field 1o submit the request to the certification authority (CA)

Saved Reg

Poannve-vis
S1r9RbqrbD:
Baseid Encodad heotFXoneny
Centhcmio Request
PRCS 10 e #7) CORAT-

xi o
SEEPIGEERURS cnéqRTSE1pSTLIn

Beowse for a fio o ngen

Addmonal
Anibuaes
L Swome » |
- = : [P
Q e B e
« Hobw et - Has e | [F) Mgy «

Certificate ¥ d

The certificate you requested was issued to you
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